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1 CHAPTER 1: Omega Core Audit Overview

11 Introduc ing Omega Core Audit

Omega Core Audit provides an out-of-box, software-only security and compliance solution that helps customers
approach the complex and difficult security challenges in the Oracle database systems today; protecting against
outsider and/or insider threats, unauthorized access and informational breaches or manipulation; this by enforcing
strong security controls and duty separation, in meeting regulatory compliance requi rements, those being external
or internal.

Omega Core Audit implements strong practices of Access Control, Audit Monitoring and ReaiTime Protection,
providing clear visibility and control into database activity, even for privileged accounts and more, the DBAs, thus
leading to a safer and more secure information system.

Omega Core Audit is a full back-end solution that is installed in minutes and easily managed by its applicative
interface. It enhances the Oracle native security features with state-of-art and value-added programming and
automation. It brings easiness to its users letting them focus only on the conceptual security tasks, without
concentrating on complex technical security configurations, made easy and plainly presented to them via its rich
user interface.

Security applied at the core - from within the database - ensures same rigid level of compliance from all possible
connection directions, applications, users or devices and offers maximum accuracy and immediate auditing and
protection action before user o6s actions or transact i
recommended) changes in existing security configurations.

1.2 Key Benefits

RealTime Access Control, mandatory authorization of the database logon process
Continuous Audit Monitoring, highly detailed, up to the full S QL text and SQL bind parameters.
Real Time Protection for structural (DDL commands) and data (DML commands) changes
Enforcement on privileged accounts and DBAs

Unified Audit Trail.

Duty Separation and out-of-box Roles for system's main components.

Secured Protected Areas

Change Control, full object source history before and after audited/protected event .
Policy-based evaluation.

Multi-factorial User & environment context authorization in real time .

Row and column authorization.

Middle-tier Application Level Auditing and Protection by CLIENT_IDENTIFIER

Mapping of standard audit trails with audit settings (statement/privilege and object) .
Automatic management of audit trail records.

Issue tracking module to mark and classify audit trails .

Security Management, made easy for batch operations handling multiple commands.

= =4 4 A4 -4 -4 A A -4 -8 A -4 -4 A -2 -2 -

Full back-end solution - ensuring protection from all directions .
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1 Out-of-box, Software-only solution.
1 Transparent implementation - no (or tiny, industry recommended) change of existing setup.

91 Detailed reporting - dynamic reporting for all modules.

1.3 Omega Core Audit  Architecture

The Omega Core Audit solution has three main components:

1 Omega Core Audit Engine : An Oracle PL/SQL software package containing core audit and protection
logic, Back-End installed into the target database under the SYS schema and running with its privileges.

1 Omega Core Audit Repository : An Oracle Schema Repository contaimg all system data, Back-End
installed into the target database.

1 Omega Core Audit Application  : A Windows-based client desktop Application, connecting to the target

database and interacting with the Engine and Repository.

SLAVEAR

a—" Ae e ~SERVER———

Omega Core Audit

Database

Omega Core Audit operation

1.3.1 Omega Core Audit Engine

The Omega Core Auditing Engine is an Oracle PL/SQL software packageinstalled under the SYS schema. The
Engine contains the core logic of the access control, auditing and protection.

The Core Audit Engine Objects are

OMEGA_CORE_AUDIT Oracle Database PL/SQL Package containing core logic
OMEGACA_ACC_DB_AF_LOGON Oracle Database Trigger on After Logon event
OMEGACA_RTP_DB_BF _DDL Oracle Database Trigger on Before DDL event
OMEGACA_TRANS Oracle Database scheduler job Pbr audit trails purge
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1.3.2 Omega Core Audit Repository

The Omega Core Auditing Repository is an Oracle Schema named OMEGACA, containing all objects for audit trail
data and all configuration options needed by the Engine. It is installed from the installation script.

The Core Audit Repository Objects are:
OMEGACA TS An Oracle tablespace storage object. See the Omega Core Audit Deployment Guide and

Install script for more details .
OMEGACA An Oracle database schema, containing repository data and configurations.

1.3.3 Omega Core Audit Application

The Omega Core Audit Application is a typical Windowsbased and database-enabled client desktop application
that connects to each target database. It is used to configure the system for all its operations and also monitor
the audited activity generated by the prior.

| Omega Core Audit - ALTIN

Omega CA Audit Trails Audit Policie Security Issue Tracking Reports Administration Tools

Logon

N & Settings
\ @ Logout E E‘E m

| Mode Search Options | Advanced

[DateTime Range
earch— Db, FmE] v, Audit DateTime || 05 User 1
& sum, [ v (12 Adtion Mame ) Object Owner | 7

Last Day - .0.
— R v oD | Pol. Type Code  v] Object Name
From[og-nz-2017 = |pziosiiz 3 S5 |~ | username v

Session Id Rtn. Code

To [e0z0i7 - |proeiz o E ML erhost tssue Name |(36]

[unified Audit Trail ]

Trail Summary

[sername Pol. Type Action _ Obj. Own.Obj. Mams Userhost OS User Clisnt D Session 10

Reset

Rtn. Code Rtn. Msg, SOLEInd SGL Text DOL Bady Trall Eval. ssue Mark

[—]

Mark

Audit DateTime _[Action Name L Dbject Dwner Dbject Name Object Type [Trail No.|
7%

03-02-2017 00:00:00 |LOGOM Y5

03-02-2017 00:00:00 |LOGOM ALTIN &

09-02-2017 00:00:00 ALTER OMEGACATESTDEWDZ OMEGACATESTAPPOL P_PROC_0Z PROCEDURE g

09-02-2017 00:00:00 | SELECT OMEGACATESTDEWDZ OMEGACATESTAPPOL EMP 24

03-02-2017 00;00;00 UPDATE OMEGACATESTDEVDL OMEGACATESTAPPOL EMP E

05-02-2017 00:00:00 | GRANT 515 svs ORA_TEMP_1_DS_251425 OBJECT PRIVILEGE 1

05-02-2017 00:00:00 | GRANT 515 svs ORA_TEMP_1_DS_251428 OBJECT PRIVILEGE 1

09-02-2017 00:00:00 |INSERT OMEGACATESTDBADL OMEGACATESTAPPOL EMP g

09-02-2017 00:00:00 |REVOKE ROLE OMEGACATESTDBADL CONNECT &

09-02-2017 00:00:00 | GRANT OMEGACATESTDBADL ROLE PRIVILEGE &

03-02-2017 00:00:00 |ALTER OMEGACATESTAPPOL OMEGACATESTAPPOL Y_EMP VIEW &

ST I — e T i : Omega Core Audt ™

e e Py e == = for Oracle Database
1000

L]

vewnw . dataplus-al.com
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14

Compatibility and Requirements

The Omega Core Auditsolution is compatible with and has the following technical requirements.

141

Supported Oracle Database Versions and Releases

Omega Core AuditEngine and Repository support the following Oracle Database Versionsand Releases

f
f
f
f

1.4.2

Oracle Database 10g Release 2
Oracle Database 11g Release 1
Oracle Database 11g Release 2

Oracle Database 12c Release 1- Traditional Auditing only (Standard Audit module).

Supported Oracle Database Editions

Omega Core AuditEngine and Repository supports the following Oracle Database Editions:

f
f
f

Oracle Database EE- Enterprise Edition.
Oracle DatabaseSE- Standard Edition.
Oracle DatabaseSE1- Standard Edition One.

Omega Core Audit features availability by Oracle Database Editions:

Omega CA Feature s Oracle Database Edition
Access Control EE, SE, SE1
Standard Audit EE, SE, SE1
Real Time Protection DDL EE, SE, SE1
RealTime Protection DML EE,---, ----
Security Management EE, SE, SE1
1.4.3 Oracle Core Audit Application requirements

Omega Core Audit Application supports all the Oracle Database Versions and releases as those supported by the
Engine and Repository.

The OS, hardware and software requirements of Omega Core Audit Application are:

f
f

All x86/x64 versions of Windows from XP and above supported by the Oracle 32bit database clients.
All Oracle Database Clients from 10g R2 to 11gR2.

DATAPLUS
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1.5 Limitations

Omega Core Audithas currently the following limitations :

1. Only databases opened in ReadWrite mode are supported.

2. Unicode character sets are currently not supported. Current language characters support is for Western
European Character sets only, however, even in databases with National Character Set of Unicode
functionality is achieved almost intact, given that Database infrastructure names of users, objects, columns,
..., etc, (and database language) are set to Western European Languages.

You must test in your own system to be sure on the compatibility!
Conrectivity from Omega Core Audit Applicationis currently supported only on 32 Bit Oracle Clients.

4. The ReatlTime Protection DML module is functional only on Enterprise Editions - this is a vendor limitation.
Check our website for news on current developments.

Note:

Omega Core Audit operation is unavoidably dependent on Oracle database limitations and bugs/issues, although

in the later extensive effort is done in programming to proper handle and circumvent. You should be aware of

such limitations especially on topics such Database Triggers, Standard Audit and Fine-Grained Audit.

DATAPLUS
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2 CHAPTER 2: System Wide Functionalities , Utilities and Guidelines

2.1 Common Application functionalities

2.1.1 The target database

Connecting to the target database

When you first open the Omega Core Audit Application, the form System Authentication will immediately modally
display. In this form you connect to your target database with your Omega Core Audit account.

& System Authentication

System Authentication

Username [DMEGACAADM |

Pa: d i [ |
[~ show Password
Database |LiveDB v|

Enter the username, password and Database. Press the Logon button to connect to the target database. The
Database combo box loads the target database entries and their connection parameters configured in the
initialization file OmegaCA.ini(See the Omega Gore Audit Deployment Guide, topic Omega Core Audit Application
Deploy for more details on connectivity). The last successfully connected entry is loaded by default on startup.

Note:
Database entries are manually created and maintained in OmegaCA.ini initalization file!

The System Authentication form is always invoked when t
target database connection opened. To manwual ly di splay the System Authent
main menu, tab Omega CA, System Access group click the menu button Logon(green key) which is enabled when
application is not connected and disabled otherwise.

24 Omega Core Audit

Omega CA

¥ Logon

Logout

Disconnecting from the target database

To disconnect from the target database on which you are connected, inthe Appl i cati onbés main n
CA, System Access group click the menu button Logut (red lock) which is enabled when application is connected

and disabled otherwise.

£ Omega Core Audit - OMEGACAADM

Omeaa CA
[v1)

| e}

@ Logout

ess |

DATAPLUS
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2.1.2 Client -side information retrieval

Information presented in the Omega Core Audit Application is processed via a classic twatier architecture, where
the Application represents the Client tier and the Omega Core Audit Repository is the server tier. All data queried
is returned to the client, limited only by network and local PC RAM amount!

Omega Core Audit Application is equipped with highly detailed searching functionalities in all important areas of
the Omega Core Audit Repository. In all the main forms, searching is implemented into the Search Options panel
which is present at the top of the search-enabled forms.

Complete the necessary search options and press the but
query will be passed to the server, executed and results returned as a whole dataset to the client. Press the
checkbox AAdvancedo, where applies, to view extra searc

Important Performance Note:

Remember that Omega Core Audit is a typical Desktop application. The whole set of records queried on the server
isreturned as arecord-s et and there is no fiNext 50 Recordso concep!
by your server and network capacity and local workstation RAM. Thus try to avoid:

1. Queries resulting in full table scans on the Unified Audit Trail - r e me mb e r t hat you are (
productiondo machine!

2. Queries resulting in large table scans on the Unified Audit Trail - same reason as above!
3. Large amount of data returned to your desktop - limited by your RAM and network.

2.1.3 Information presentation

In the Omega Core Audit Application the information is mostly presented in two main general forms. For the
classic tableviewing of the records, grid components are used. These grids offer a highly flexible graphical
interface for data viewing, grouping, filtering and interaction. For showing individual records, usually standard
windows components (like edits, combos, checkbo x es ¢é, etc) are used.

The Application is equipped with all necessary client-side functionalities like:

Multiple views

Multiple datasets implemented either in tab or data grid level.

Filtering

Filter the data by creating filter conditions. Click on t h e odown-arnow Buston to invoke the dropdown list
containing unique values from the current coumn. Cl i ck on the values you want, o
to invoke the Custom Filter dialog. Filter conditions and Filter Customize button will appear down the grid.

Sorting

Click on the column headers to switch between ascending/descending sorting methods. Click on the column
header holding Ctrl to clear sorting. For multiple -column sorting, click on column headers holding Shift .

Grouping
Drag the column header to the special Grid Group Box ar

here to group by that col umnod ab o vlke. Mulipte legetsiofdgyoupingpareg r o u f
supported.

DATAPLUS
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Column moving and view/hide

Column moving for viewing and hiding is available. Right-c | i ck on the column and in th
opens, see option fiRemove This Columndo and AField Choos

Master detail relationships

Master detail relationship implemented at, grid, tab and form level.

2.1.4 Data Exporting in standard file formats

Omega Core Audit Application offer exporting of data grids into Excel, Text, Html and Xml format files. This
functionality is i mpl emen tceddntheirightoftheggridR Export é0 button p
Clicking on the button invokes a File Export menu with the above four file formats options in respective icons.

2.1.5 DateTime Field Format

The Omega Core Audit application always uses the DDMM-YYYY and optionally HH24:MI:SS Oracle DateTime
format models for DateTime fields, both in display and input.

Examples:
December 31 of 2015 would be 31-12-2015
December 1 of 2015 would be 01-12-2015

All the DateTime Pick/Edit components are set this way. You should stick to the above format for Date Inputs with
non-Calendar components, such as Values for Date Factors in Policy Conditions!

DATAPLUS
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2.2 Secured Areas

T h eSeciired Area® f eat ur e of Autmimpiement€ groups and/or combinations of objects and
statements to be audited and optionally protected. Secured Areas are implemented directly or as a group of
Secured SubAreas.

The implementation has specific differences according to modules as below:

Access Control
The Secured Area is not visually implemented, as it is represented by the database as a whole itself.
Standard Audit

The Secured Area is implemented as a group of Secured Sub-Areas. Sub-Areas are defined as on each Standard
Audit Rule and can be individual user statements or database object to be audited, depending on the policy type.
Remind that:

1 There is no Protection feature in Standard Audit.
T The nSec4iAr e a o svislmlly presented in the Omega Core Audit Application!

Real - Time Protection DDL

The Secured Area is implemented directly as a combination of at least one (or more) of Object Owner Name,
Object Type, Object Name and DDL Action (Event), thus combining statements and object features. The Secured
Area is defined and visually presented on the RTP DDLPolicy level.

Real - Time Protection DML

The Secured Area is implemented as a group of Secured SubAreas. Sub-Areas are defined on each RTP DML Rule
and can be individual tables and views, monitored for DMLS only. The Secured SubAreas are visually presented
each at RTP DMLRule.

2.3 Policy -Based Evaluation Model

Omega Core Audit implements a policy-based auditing and protection as a flexible mechanism for authorizing
access to database, application structure and data. It combines a policy-based evaluation model with a user &
environment context multi -factorial authorization on real-time. This evaluation model is applied in Access Catrol,
Audit and RealTime Protection modules. It is also partially used in the Standard Audit module. The
implementation has differences specific to modules.

2.3.1 Policies

Policies represent the security controls enforced for access control, auditing and real-time protection. Their
evaluation results in a True/False result that indicates p o | i congpbasce. They are compounded by rules, and
their compliance result is calculated as a function of rules evaluation and based on policyd s  @ptions.

2.3.2 Rules

Rules are the building blocks of the policies. Their
compliance. They are compounded by conditions, and their compliance result is calculated as a function of

conditions evaluation and based on ruleb6s own options.

DATAPLUS
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2.3.3 Conditions

Conditions are the building blocks of the rules. Their evaluation results in a True/False result that indicates
condi ti onds cearoomplianaerasdtis defired by its factor evaluation.
Conditions are evaluated based on:

1 Factor validation by operation codes like =, >, >= <>, [NOT] LIKE, [NOT] BETWEEN, [NOT] IN ..., efc,
versus operands values, i.e. user & environment real-time values like host, terminal, IP address, program
used, machine, user, time and many more. Wildcard characters (like % and more) are supported for (NOT)
LIKE operands; in general full Oracle syntax is supported.

1 Factor validation by Minimum Trust Level - required match with different predefined factor identities assigned
with trust levels.

1 Validate expression- where a user-defined function returning Boolean can be used at will.

2.3.4 Factors

Factors represent environment and user context information, whose real-time extracted values are recognized and
used of in the evaluation of conditions.

For a Condition Evalwuation of type Operand, the factor
Code and Operand(s) value(s). For a Condition Evalwuation of typuedfrust
determine the assignhed Trust L e v e I matthesowith thie angntmom tbust leveld e n t i

required. For a Condition Evalwuation of type Validate EXpres:
an user-defined function having two input Character parameters (for code and value) and returning a Boolean
result that wildl saeonreduhe Conditionds evaluat

2.3.5 Policy Cache

The Policy Cache mechanism implements a policy evaluation memory model that significantly enhances audit
operation performance. It bypassesfull re-evaluation of the policy on repeated input values. It is reset by changes
performed in the whole policy structure, including rules, condition s and [NOT] IN lists.

Note :

Usage of Policy Cache is recommended in All Modulesfor performance optimization! All policies in all modules
must be cache-enabled!

DATAPLUS
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2.4 Debug and Diagnostics

Omega Core Audit comes with a set of functionalities for debugging and diagnostics.

2.4.1 Client -Side User Debug

Client-Side user debug enables displaying of debug messages during the application run. Activating Debug will
produce messages on the content of important client-side SQLs queries or executions and also important code
points. It is helpful for performing debug and diagnosi

To enable the functionality i nools greup foplp tlick om the menw mittorma i n
Debug. To disable click again on the menu button Debug. You will receive a message in both cases.

22 Omega Core Audit - OMEGACAADM

Omega CA Audit Trails Audit Policies

‘3? Debug | ' Pass. Change | < Back-End Yersion ‘

Client-side Debug by default is Inactive on application startup and when set to active will not persist in the next
application run.

2.4.2 Server -Side Policy Debug

You can set the Debug option for each modul eds policy
common policy debug table for all modules. Activating Policy Debug will produce debug information for each
policy, rule and condition evaluation/ processing. It

possible issues or behavior understanding.
Important  Note :

Policy Debug is set at the server level and will persist for all policy executions until set off. Use the Policy Debug
option only casually and not permanently, as it will make the debug table grow big and possibly add u nnecessary
burdento the systemb6s per flor mance

In the RTP DML module, Policy Debug is availableonlyf or r ul eés Aut horization Type

2.4.3 System Error Log

OmegaCor e Audi t éxscutipnoetrasnareistared in a central system error log. To view these potential
errors, in the Administration main menu tab, System Components group click on the System Error Log button.
The form System Error Log will open.

DATAPLUS
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B System Error Log

[Search Options 000000000000 ]

Search Dptions

Username Debug Log

=
Date-Hr, Min, 5ec From Date-Hr, Min, Sec To .
26-07-2016 - |0 %o %o %[z8-07-2016 ~ |[23 %[5 %[5 %] v

I[Svstem Error Log ]I

|Date Log |Username |User Host |IP Address |IJS User

BG. Job Id |Error Data

Rec No=0

= Kl

You can search by user, error log content and date-time log interval.

There categories of errors thrown to the system error log are:

1. ORAXXXXX- potential errors during operations for whatever reason. These errors will not interfere with user
actions, failing execution/iteration will be skipped and user action will continue.

2. ORA20020 - Severe errors in Omega CA functionality performing, or Omega CA errors indicating miss
configurations in policy setup, for
foundo when policy evaluation. These errors will stop the user action and raise an error.

3. Internal Omega Core Audit Warnings, for example in the DB Audit Trails Purge Job, unknown values in

columns action# and privdused of the SYS.AUM$ table. This might be the case for new codes provided by

Oracle, thus an upgrade required on Omega Core Audit, if not in the last version. Respective description fields

will take the value of <UNDECLARED>intheReposi t or AdisTrallni f i ed

Important Note:

Although you are supposed not to see at all errors of the categories above, however, because of the importance

of the subject, it is advised to view daily the System Error Log and also any time you might have a doubt for any

policy, rule, condition evaluation result.
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2.5 System Backup

It is important that you frequently backup the Omega Core Audit environment, just like any other database driven
software.

Backup of Omega Core Audit mostly consists in the backup of its back-end, database-installed parts Engine and
Repository.

Evidentl vy, whenever you perform a full Oracle Dgouabas
automatically have a backup of the Engine and Repository - as they are installed in the database being backed up.

To make a specific backup of the Engine and Repository, see below:

2.5.1 Engine Backup

To backup the Engine, simply save in a text file the source code of the OMEGACA_ % likeobjects in the SYS
Schema, as they are described in the Omega Core Audit Deployment guide namely:

1 Package OMEGA_CORE_AUDImead and body
1 Databaselevel triggers OMEGACA_ACC_DB_AF_LOGON and OMEGACA_RTP_DB_BF_DDL
1 Scheduler JobOMEGACA_TRNS

You can use any integrated development environment tool for Oracle object management, to locate the objects
and copy/paste the code into your backup text file.

Alternatively, get the source code of the Package and database-level triggers as a CLOBcolumn by running the
following SQL command:

select 'OMEGA_CA_PACKAGE_SPEC' as Object_Name,
dbms_metadata.get_ddI('PACKAGE_SPEC', 'OMEGBORE_AUDIT', 'SYS') as Object_DDL from dual

UNION ALL

select 'OMEGA_CA_PACKAGE_BODY" as Object_Name,
dbms_metadata.get_ddI('PACKAGE_BODY', 'OMEGA_CORE_AUDIT', 'SYS') as Object_Bbin dual

UNION ALL

select ' OMEGACA_ACC_DB_AF_LOGON' as Object_Name,
dbms_metadata.get_ddI('TRIGGER', 'OMEGACA_ACC_DB_AF_LOGON', 'SYS') as Object_DDL from dual

UNION ALL

select ' OMEGACA_RTP_DB_BF_DDL' as Object_Name,
dbms_metadata.get_ddI(TRIGGER'OMEGACA_RTP_DB_BF_DDL', 'SYS') as Object_DDL from dual

The create command of the Scheduler Job OMEGACA_TRANS is found on thénstall script, see the Omega Core
Audit Deployment guide.

2.5.2 Repository Backup

To backup the Repository, as for every other Oracle Schema, use the database tools RMAN, DataPump or Classic
Export.

DATAPLUS
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2.6 Issue Tracking Module

Omega Core Audit offers an Issue Tracking Module, which implements managerial classification of Unified Audit
Trail records according to a user-defined triple-level model of Issues, Groups and Classes.Each Issue has a Group
parent and each Group has a Class parent.

See the Issue Trackingtabint he mai n appl iThers you oan 6pen the eespective forms for viewing,
adding, updating and deleting Issues, Groups and Classes.

22 Omega Core Audit - OMEGACAADM

Omega CA Audit Trails Audit Policies Security Issue Tracking Reports

| & Issues | | Groups t:,.classes

Each unified trail record is bound to an Issue ID. Its usage there is non-mandatory, by default in record creation
the Issue is set to UNMARKED
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3 CHAPTER 3: Unified Audit Trail

Omega Core Audit Repository features a unified audit trail that captures audit trails records from the following

source modules:

1 Access Control
9 Standard Audit
1 RealTime Protection DDL
1 RealTime Protection DML

The unification of audit trails from different sources into a single trail offers benefits in visualization, management
and provides a better look into the monitored database activity.

3.1 Unified Audit Trail repository fields

The following are the fields of the Unified Audit Trail in the Omega Core Audit Repository:

Field Name Module | Field Description

Audit DateTime x-x-x-X | Date and time of the audit event. Sole field indexed.

Audit UTC X-x-X-X | Universal Time Coordinated ofthe audited event.

Pol. Type X-X-X-X | Policy type (originating module) of the trail record.

Policy Type Name X-X-X-X | Policy name (originating module) of the trail record.

Username X-X-X-X | Database user name performing the audited event.

Session Id X-X-Xx-x |Oracl e Session | d, uniqgue number assi

OS User X-X-X-X | Operating system user name of the client process.

Userhost X-X-X-X | Name of the host machine of the client.

Action Id 0-x-0-x |Uni que numeri c coidneaudided. t he user s act

Action Name X-Xx-Xx-X |[Name of the userdés action audited.

Owner 0-x-x-X_ | Owner of the object affected by the audited event.

Object Name 0-x-x-x | Name of the object audited event.

Object Type 0-x-x-x | Type of the object audited event.

Rtn. Code X-X-x-X | Omega Core Audif Oracle returned code generated by the audited event. O for
success, -20010 for Omega Core Audit protection errors, other values for
Standard Audit trails only.

Return Message X-X-x-X | Omega Core Audif Oracle returned message generated by the audited event.

SQL Bind 0-x-0-x | SQL Bind variable dataof the audited event.

SQL Text 0-x-0-x | SQLfull text of the audited event..

DDL Body 0-0-x-0 | Original DDLtext of the object before the DDL command.

Priv. Id 0-x-0-0 | System privilege unique number used by the user to perform the audited event.

System Privilege 0-x-0-0 | System privilege name used by the user to perform the audited event.

Obj. Privilege * 0-x-0-0 | Object privileges granted/revoked for Grant and Revoke statements.

Sys. Privilege 0-x-0-0 | System privileges granted/revoked for Grant and Revoke statements.

Adm. Option 0-x-0-0 |Rol e/ privilege granted with fAadminodo o

Grantee 0-x-0-0 | Name of the grantee for Grant and Revoke statements.

Audit Option 0-x-0-0 | Auditing Options for Audit and NoAudit statements.

Logoff Time 0-x-0-0 | Logoff Date Time.

Logoff LRead 0-x-0-0 | Number of logical reads for the session.

Logoff PRead 0-x-0-0 | Number of physical reads for the session.

Logoff LWrite 0-x-0-0 | Number of logical writes for the session.
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Logoff DLock 0-x-0-0 | Number of deadlocks detected during session.

Statement Id 0-x-0-x |l User é6s statementds I d performed durin
Entry Id 0-x-0-x |Userés audit entry | d sessidnted in duri
Transaction Id 0-x-0-x | Transaction Identifier.

SCN 0-x-0-x | System change number (SCN).

Proxy Session Id 0-x-0-x | Serial number of the proxy session (if enterprise user proxy logon)

New Owner 0-x-0-0 |Objectdés new owner when changed.

New Name 0-x-0-0 |Objectdés new name when renamed.

Global User Id 0-x-0-x | Global user identifier (if logged on as enterprise user)

Comment 0-x-0-x | Text comment of the audited event.

OS Process 0-x-0-x | Oracle OS process identifier.

Session CPU 0-x-0-0 | Amount of CPU Time used by session.

FGA Policy Name 0-0-0-x | Name of the Oracle FGA policy

IP Address X-0-x-0 | IP Addressofthec | i ent 6 s machi ne.

Terminal X-X-x-0 | Terminalname ofthec | i ent 6 s machi ne.

Client Id 0-x-x-x | Client identifier in each database session

Net. Protocol x-0-x-0 | Network protocol used for connection.

Db Id x-x-x-X | Database Identification number

DB. Name X-x-x-X | Database name

Instance No. X-X-X-X | Instance number

Auth. Method X-0-x-0 |[Userdéds authentication met hod.

Identification Type Xx-0-x-0 [ Userds identification mode.

IsDBA x-0-x-0 | User is SYSDBA or nat

Module x-0-x-0 | Program name used by the user.

Bg. Job Id x-0-x-0 | Background Job Id.

Fg.Job Id x-0-x-0 | Foreground Job Id.

Trail Evaluation X-X-x-X | Policiesrelated to this trail record.

Issue Class ** X-X-X-X || ssue Tracking modul ebs issue cl ass.
Issue Group ** X-X-X-X || ssue Tracking modul eds issue group.
Issue Name X-X-X-X || ssue Tracking modul eds issue name.
Legend :

* Object Privileges codificatonis on t he same | ine as privilege columns A

system view DBA_OBJ_AUDIT_OPTS

G Grant
N Revoke
- Non-applying

** Non -Repository field, linked in Unified Audit Trail form, tab Record Details only.

Module Legend:

x/0 Field in/not in use by Module

1st Slot Access Control Module

2nd Slot Standard Audit Module

3d Slot RealTime Protection DDL Module
4th Slot RealTime Protection DML Module
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3.2 The Unified Audit Trail form

The Unified Audit Trail form is of most importan ce in the Omega Core Audit Applicationand is used to view the
audited database activity. The form features a very flexible search on the unified audit trail records in both group
summary and raw column records, with custom search conditions on all fields.

Detailed client-side filtering, column grouping/moving and data export in different OS file formats are other

features described below.

To open this form in the Main Menu, Tab Audit Trails, group Unified Audit Trails click the button Unified Audit
Trails. This will open the form Unified Audit Trail.

# Unified Audit Trail

DateTime Range

Mode Search Options [~ Advanced

REEtE] =
From [g-oz-z017 = |ezokiz =] |~ e [ HH | ¥ Usermame

’—S(i‘ Sum, O M | Action Name W] Object Owner %

earch— D, Fmk./v| Audit DateTime O3 User Slsername Pol. Type Action  Obj. Own, Obj. Name Userhost 05 User  Clisnt 1D Session 1D

(v 0D Pol, Type Code : Cbject Name

3 Rtn. CodeRtn. Msg. SQLBind SQL Text DDL Body Trail Eval, Issue Mark.

M

Userhost Issue Name @ i

To  |09-02-2017 w [[zzioditz 3
=

(unified Audit Trail

Trail Surmmary

Audit DateTime
050220 0
03-02-2017 00:00:00 |LOGON
09-02-2017 00:00:00 |ALTER
09-02-2017 00:00:00 | SELECT
09-02-2017 00:00:00 |UPDATE
09-02-2017 00:00:00 | GRANT
09-02-2017 00:00:00 | GRANT
09-02-2017 00:00:00 | INSERT

09-02-2017 00:00:00 | GRANT
09-02-2017 00:00:00 |ALTER
09-02-2017 00:00:00 |ALTER
09-02-2017 00:00:00 |UPDATE
09-02-2017 00:00:00 |DELETE
09-02-2017 00:00:00 | SELECT
09-02-2017 00:00:00 |UPDATE

Action Name

09-02-2017 00:00:00 |REVOKE ROLE

Username Dbject Owner

ALTIN &
OMEGACATESTDEVDZ OMEGACATESTAPPO1 P_PROC_02 PROCEDURE =
OMEGACATESTDEVDZ OMEGACATESTAPPO1 EMP 24
OMEGACATESTDEVDL OMEGACATESTAPPO1 EMP =
SYS SYS ORA_TEMP_1_D5_251425 OBIECT PRIVILEGE 1
SYS SYS ORA_TEMP_1_D5_251423 OBIECT PRIVILEGE 1
OMEGACATESTDEADL OMEGACATESTAPPO1 EMP g
OMEGACATESTDEADL CONMECT =
OMEGACATESTDEADL ROLE PRIVILEGE g
OMEGACATESTAPPOL OMEGACATESTAPPO1 W_EMP WIEW =
OMEGACATESTDEVDL OMEGACATESTAPPO1 W_EMP WIEW g
OMEGACATESTDEVDZ OMEGACATESTAPPO1 EMP =
OMEGACATESTDEVDZ OMEGACATESTAPPO1 EMP g
OMEGACATESTDEVDL SYS DUAL B
OMEGACATESTDEADL OMEGACATESTAPPO1 EMP g
1000 lz‘

AL

i

Main data elements of the Unified Audit Trail form are described below.

de

Date Time Range

|DateTime Range

From [og-02-2017 = |13:35:07 %]
To [io-02-2017 ~|13:35:07 %]

In this panel you define the obligatory Audit DateTime range conditions when
searching the unified audit trail.

DateTime Range combo box

The Predefined DateTime intervals are selected here. Choosing any of the
predefined intervals (other than Custom Range) will lock and empty the Date Time
editors below. They will be auto-completed just after you click the Search (blue
arrow) button; the dat e-time is referenced from the DB Server Date Time.

If you choose the Custom Range interval, it will unlock and auto -complete the Date
Time editors; the date -time is referenced from the local PC Date Time and the
default set interval will be 1 Hour. Double -clicking on the Time editors will reset
them to time extremities (00:00:00 and 23:59:59).

Search (blue arrow)  button :

Press the Search button to search the unified audit trails, wait until search
completes.

DATAPLUS
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Important Note

It is at this form that mo st | y t lmportdanbRerfoananie Noted of t he p ar-8ideninomnhtioni Cl i €
retrieval 6 mostly applies. Do not use | arge DateTi me i
DateTime is a (the sole) indexed field on the Repositoryd s t abl e, extend your search w
large DateTime intervals.

Mode (Summary vs. Record )

S Ef]l‘l In this panel you define whether the Search on the Unified Audit Trail will
izum- "t |lv] Action Hame ¥ Object Owner ED be performed as a grouped summary (default on form) or as straight
ec, :
E3

* DD Pal. Type Code v Object Mame I k
¢ |1 Username Oblett Type | | columns (raw records). Click on each of the Search Radio Group Boxtwo
‘| | options, Sum. and Rec., to switch the Search Mode.

Session Id Rtn. Code

® Userhost Issue Mame

Search Mode panel- Summary | Mode Sum mary (Sum.)

In this mode a summary search is performed on the unified audit trail

ned o ] records by grouping the columns selected into the Columns Check List Box.

' Dt. Fmt. Radio Group - sets the date group format for columns of type Date
] T & and Timestamps. Month, Date, Hour (24) and Minute are available options.
Pal. Type Mame
— Columns Check List Box - here columns of top importance are listed
05 Loy available for group searching. Only checked columns will be used in search.
action Name Order of columns in the check box list defines the order of the columns in
22: D the result dataset.
object Type Reorder columns with mouse drag-and-drop; alternatively use the first two
=M IES vertical right buttons to move a selected column respectively up and down.
Rec Mo =58 lz‘

Use the third button to add a new column to the list - this will invoke the
Unified Column popup list with the full list of Unified Audit Trail columns.

Unified Columns popup editor for Double-click on the columns you want to add to the list.

adding new column to group list

Use the fourth button to remove a column from grouping.
Mode Records (Rec.)

In this mode a straight column raw record search is performed on the
unified audit trail records. All column grouping elements will be hidden.

s

100000 = |

The Spin Editor shows the maximum number of records the raw search will
list as defined into the initializaton par amet er AUNni fi ed
Search Mode panel- Records that is displayed and maintained in the form System Settings. You can
change the parameter here, but it will reload from the initialization
parameter if you close the form and reopen it.

Search Options

The Search Options Panelis top-right aligned in the form and contains the following search-related elements:

Search Options | Advanced |

Llsernamme Pol, Type Action  Obj. Own. Cbij. Name Userhost OS User Client ID Session ID
[ = JlomEGacaTESTDBADI [ — J[ — J[ = JoveEcacatestappral L - ™ - N - N - N - ]

Ftn. CodeREn, Msg, SOLGInd 30U Texk DOL Body Trail Eval, Issue Mark Class Group Mame
[ - J[ = J[ = J[=J0[ =10 =J[= 17 [mmarken  ~|lommereen ~[lunmarken | b UnMRE

DATAPLUS
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This is the panel where search options for the most important fields of the unified audit trail are defined. The
fields start with the Username and Policy Type and end with the Issue Mark. By default there is no search active.
Use the last Reset button to clear all search conditions in this panel.

To set search conditions click on the triple dash (--) labeled buttons o f every field. -Hownt he
menu that opens, chooset he fi el dso6 search=coqndétli ohséttolpelr @pernaddods
in the Edit box that will open appropriately according to the Operator chosen.

Checking the Advanced checkbox will open the Advanced Search Options panel.

Advanced Search Options

I e =
I Advanced Search Dptions
IIP Address Terminal Met Prot, ISDEA  Idnt.Type Module  BG JobId FG Job Id wstem Priv, ©Obj, Priv, Sys. Priv. &dmin Option Grantee  Audik Option FGA MName

e == == M= == [=J(=] (=

This is the panel where search options for other fields of the unified audit trail are defined. It operates the same

as the normal Search Options panel. The fields start with the IP Address and Terminal and end with the FGA
Name. By default there is no search active. Use the last Reset button to clear all search conditions in this panel.

Unified Audit Trail

The Unified Trail panelal i gned at the formds bottom shows unifiedtraile s ul
records into the following tabs:

Trail Summary

In this tab the summary result dataset is displayed after the search is performed in Summary Mode.

funified Audit Tral

Trak Surmary

ALTIN
OMEGACATESTDEVR OMEGACATESTAROL P_PROC_02 PROCEIURE 8

2 OMUGACATESTAPFO) o M4
OMEGACATESTAIVO! ta 8
S CRA_TOMP | D5 251425  ORXECT PRIVIEGE 1

<vs CRA_TEMP 1 [ 51438 OBXCT PRIVILEGE 1
OMEGACATESTORM OMEGACATESTARFO1 0%
OMUGACATESTOOM | conece

BOLE PRIVALEGE
v o VIEW 3
v D vitw
0¥
o |
oS DUy ()
OMEGACATESTAF#0] 0P 2

] » e )

Columns are the ones checked in the Columns CheckListBox The last one and only fixed is the Trail No. that
shows the number of unified audit trail recor d for the record (group summary).

The Mark button opens the #AUni fmarking ofAkatuchédtrecords.a i | Mar kd f o

The Export button exports the searched result in the list-chosen XLS, TXT, HTML and XMlfile formats to OS

DATAPLUS
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Trail Reco rds

In this tab the raw record result dataset is displayed after the search is performed in Record Mode.

[unified Audit Trai |
Trail Recards | Record Details
lz‘ Mark

Audit DateTime  |Username Session ID |Pol. Type |Action Name |Dwner DObject Name Object Type 05 User |User H
09-02-2017 20:30:02 | OMEGACATESTDEADL 643704 ACC LOGON Administrator WORKG

09-02-2017 20:30:02 | OMEGACATESTDEADL 643704 ALD INSERT OMEGACATESTAPPOL EMP Administrator WORKE—
09-02-2017 20:30:03 |OMEGACATESTOBADL 643704 | AUD UPDATE OMEGACATESTAPPOL EMP Administrakor WORKG

09-02-2017 20:30:03 | OMEGACATESTDBADL 643704 | ALD DELETE OMEGACATESTAPROL EMP Administrakor WORKG

09-02-2017 20:30:04 | OMEGACATESTOBADL 643704 |RTP-DDL  |CREATE OMEGACATESTAPPO1 |P_PROC_01 PROCEDURE Administrakor WORKG

09-02-2017 20:30:05 | OMEGACATESTDBADL 643704 |RTP-DDL | ALTER OMEGACATESTAPPO1 P_PROC_0Z PROCEDLURE Administrakor WORKG

09-02-2017 20:30:05 |OMEGACATESTOBADL 643704 |RTP-DDL  |CREATE OMEGACATESTAPROL W_EMP WIEW Administrakor WORKG

09-02-2017 20:30:06 | OMEGACATESTOBADL 643704 |RTP-DDL | ALTER OMEGACATESTAPPOL W_EMP WIEW Administrakor WORKG

09-02-2017 20:30:07 |OMEGACATESTOBADL 643704 |RTP-DDL | GRAMT SYSTEM PRIVILEGE | Administrator WORKG

09-02-2017 20:30:07 | OMEGACATESTOBADL 643704 | ALD SYSTEM GRANT Administrakor WORKG

09-02-2017 20:30:07 |OMEGACATESTOBADL 643704 | ALD S¥STEM REVOKE Administrakor WORKG

09-02-2017 20:30:07 | OMEGACATESTOBADL 643704 |RTP-DDL | REVOKE SYSTEM PRIVILEGE | Administrator WORKG

09-02-2017 20:30:08 | OMEGACATESTDEADL 643704 RTP-DOL  |GRANT OMEGACATESTAPPOL EMP OBJECT PRIVILEGE  Administrator WORKG

09-02-2017 20:30:08 | OMEGACATESTDEADL 643704 AUD GRANT OBJECT |OMESACATESTAPPO1 EMP Administrator WORKG

09-02-2017 20:30:08 | OMEGACATESTDEADL 643704 | ALD REVCKE CBJECT |OMEGACATESTAPPOL EMP Administrator WORKG

09-02-2017 20:30:08 | OMEGACATESTDEADL 643704 RTP-DOL  [REVOKE OMEGACATESTAPPO1 EMP OBJECT PRIVILEGE  Administr ator WORKG

Rec Mo = 1667

» M = [« E*z

de

The Mark button opens the AUni fmarkin ofkatuchédtrecofds.ai |  Mar k o

The Export button exports the searched result in the list -chosen XLS, TXT, HTML and XML file formats to OS.

Record Details Tab

In this tab you can see all fields of the individual record select ed in the previous tab Trail Records.

| e s =

Al Records  Record Details

Use t he #Aar r owo -sibeuntoving onsearchoreturned récerdston the All Records tab.

25 DATA

|Audit DateTime |Audit uTC |P|:|I. Type |Pol. Type Name |Username Session Id [0S User |UserHost |nction Id |Action Name |
24-07-2016 12:49:32 | 24-07-2016 10:49:32 ALD Standard Audit OMEGACATESTARPOL |322465 Administrakor WWORKGROUPDEY 100 & UPDATE
|Dwner |Dhiect MName |Dhiect Type |Rtn. Code |Return Message |5QL Bind |5QL Text |DDL Body |
OMEGACATESTAPPOL |EMP i} ORA-0000: normal, successhul completio -- Mame = RUMNL
|Priv. Id|5ystem Privilege |Dhi Privilege |5ys. Privilege |A.dm. l]pl:.|l3rantee |A.udil: Option |Logoff Time |Logoff LRead |Logoff PRead |Logoff LWrite |Logoff DLockl
|5tatement Id|Entry Id|Transaction Id |5EN |Proxy Session Id|New Owner |New Name|GlohaI User Id|l:omment |l]5 ProcesslSession CPU |FGA Policy Name |
17 1 09002 1002FA70000 | 30106620 3665:555
|IP Address|TerminaI|EIient 1d |Net. Prot. |Dh d |DB. Name |Instance MNo. |Auth. Method |Ident. Type |IsDBA. |Module |Bg Job 1d |Fg Job Idl
DEV1O0 1391170464 |orcl 1]
Trail Evaluation Issue Class Issue Group Issue Name
[<Palicy = ~ | [onmarkeD |[unmarkED |[unmarkED

f

2

(0]



26

DATA DATAPLUS Omega Core Audit for OracleDatabase-Us er 6 s 8alb6i de

3.2.1 Unified Audit Trail Mark form

The #AUni fied Audi features BEdcKing/Maeing aj all foo important unified audit tail records.
Marking of the records by a specific issue is performed by clicking the Mark button on the right of both Trail
Summary and trail Records forms.

£ Unified Audit Trail Mark

Unified Audit Trail Mark

[~ Refresh after Mark

Issue Class [applications |
Issue Group [core App. ]
Issue |app_update_2017_g1 -]

In this form you can mark the unified trail records using the form elements as below:

Marking Mode Options

The three options of Record Issue Marking Mode are:

1. All Records- All records searched are marked with a single command. The records qualifying are either those
directly searched in Records Mode, or those satisfying the built of the result dataset when in Summary Mode.
In Summary Mode the client-side grid filtering is not considered, but it is warned - see Note below. In Records
Mode it is available only when grid is not filtered.

2. Filtered Records- Client Side Filtering aware, available only in Records mode, each record is marked with its
own command, client-side grid filtering is considered. Available only in Record Mode and when the Tralil
Recordsgrid is filtered. Not advised on a large dataset.

3. Single Record- Client Side Filtering aware, single record is marked.

Note:

Be careful on marking records when in Summary Search and Filtered and also Raw Records exceeding Max. Rows
limit! Make sure before that all records are within your marking scope.

2

The fARefresh After Mar ko cdaeseskahbeaguery ofdhe pravibus searchifi@m wiliwaip | i e s

for the search operation). Not available for Single Record marking mode.

Issue Class, Group and Name
Browse Combo Boxes of Issue Class, Group to select the Issue Name for marking the unified audittrail records.

The auditor can map certain trail records (or all if necessary) to specific Issues during his daily monitoring of
unified audit trail records.

Press the Mark button to perform the record marking operation!

DATAPLUS
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3.3 Automatic Audit Trail Management

Omega Core Audit implements automatic audit trail management that relieves the administrator from the tasks of
administering the audit trail records.

The Access Control and RealTime Protection DDL unified trail records are written (in real -time) directly into the
Omega Core AuditRepository.

The Standard Audit unified trail records are initially written (in real -time) into the Oracle dictionary table
SYS.AUDS.

The RealTime Protection DML unified trail records are also initially written (in real -time) into the Oracle dictionary
table SYS.FGA_LOGS.

The movement of audit records from the Oracle dictionary tables to Omega Core Audit Unified Audit Trail is done
by the DB Audit Trails Purge Job that runs every 1 Minute. The processis implemented via the OMEGACA_TRANS
Scheduler job, owned by SYS installed by the installation script and controlled in the Omega Core Audit
Application in the form System Components.

Note:

The system must be monitored for:

1 The size of the OMEGACA_TS tablespace
I The free space availalde to the Datafile[s] on the OS volume][s]!

DATAPLUS
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3.4 The Unified Trail Monitoring  form

Omega Core Audit comes with a Unified Trail Monitoring form that can actively monitor summary unified trail data
in grid and chart formats. To open this form in the Main Menu, Tab Audit Trails, group Unified Trails Monitor click
the button Unified Audit Monitor. This will open the form Unified Trail Monitoring.

i Unified Trail Monitoring

DateTime Range

Search Options

_ hart Date Frat: P = eftresh Interval
Last 3hiours i ' Min % Hour : 10000 . |1 Seconds 7 -

[Unified Trail Monitoring

Chart | Records

Data Levels: EEEUNEN select value [ Action Name [ Pol, Type H Username — Owner - Object Mame - User Host - Return Code H Data |

800

700

600

S00

400

Trail Mo,

300

200

100

]

Z{10f2017 1:00:00 PM 2[10/2017 2:00:00 PM 2{10{2017 3:00:00 PM

DateTime

2{10f2017 4:00:00 PM

Main data elements of the Unified Audit Monitoring form are described below.

Date Time Range

In this panel you define the obligatory DateTime range conditions when searching the unified audit trail.

Predefined DateTime Range intervals are selected in the combo box.

To search the unified audit trails, press the Search (blue arrow) button and wait until search completes.

Chart Date Format Panel

Audit DateTime date format in grouping, truncated either to Minute or Hour. It applies to chart only.

Max Rows

Limit on maximum number of rows returned. as defined i nt o t he
Recordso that is displayed and mai
will reload from the initialization parameter if you close the form and reopen it.

Refresh Interval Group

nt ai

system parameter
ned in the for

Check the Seconds Checkbox to activate auterefresh of data for the period defined into the Spin Editor. Checking

this option will disable the edit of Max. Records and Refresh Time Spin editors!

DATAPLUS
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Unified Trail

Monitoring

The Unified Trail Monitoring panel is client-aligned in the form and shows the searched summary unified trail
records into the following elements:

Chart Tab

In this tab the searched summary unified trail records are displayed in chart format (displayed above). You can
drill-down by fi Bta Levels:0panel above,orbyc | i c ki ng

Record s Tab

. Thits és tab ik ther deféulk opénad

In this tab the searched summary unified trail records are displayed in the classic grid (table) format.

Important

Note

fied Trail Monitoring,

DateTime Range

Search Options

efresh Inkeryal

hart Dats Frt =
Last 3 Hours | w Cpin e | % ROWS 10000 2 [ Seconds |7 =

(Unified Trail Monitoring

Chart | Records

[audit DateTime _[Pol. Type[Username [action Name Dwner Object Name User Host [Ren. code|
10-02-2017 16:28:34 [ACC |53 LOGON <> <> DEVOD 0
10-02-2017 16:28:27 [AUD | OMEGACATESTDBA(REVOKE ROLE <> CONNECT WORKGROUFYDEY100 3
10-02-2017 16:28:27 |RTP-DDL | OMEGACATESTDBA(REVOKE <+ <+ WORKGROUPYDEY100 0
10-02-2017 16:28:27 |RTP-DDL | OMEGACATESTDBAGRANT < < WORKGROUPYDEY100 0
10-02-2017 16:28:27 [AUD | OMEGACATESTDBA(GRANT ROLE <> CONNECT WORKGROUFYDEY100 0
10-02-2017 16:28:27 |RTP-DDL_|OMEGACATESTDBAIREVOKE OMEGACATESTAPPLEMP WORKGROUPDEY 100 0
10-02-2017 16:28:27 [AUD | OMEGACATESTDBA(REVOKE OBIECT OMEGACATESTAPPLEMP WORKGROUF|DEY100 0
10-02-2017 16:28:27 |AUD | OMEGACATESTDBA( GRANT OBJECT OMEGACATESTAPPL EMP WORKGROUPYDEY100 0
10-02-2017 16:28:27 |RTP-DDL_|OMEGACATESTDBAL GRANT OMEGACATESTAPPL EMP WORKGROUPYDEY100 0
10-02-2017 16:28:26 [RTP-DDL | OMEGACATESTDBAIREVOKE <> <> WORKGROUF|DEY100 0
10-02-2017 16:28:26 [AUD | OMEGACATESTDBALSYSTEM REVOKE <> <> WORKGROUPYDEY100 0
10-02-2017 16:28:26 |AUD | OMEGACATESTDBAI|SVSTEM GRANT <*x <*x WORKGROUPYDEY100 0
10-02-2017 16:28:26 |RTP-DDL | OMEGACATESTDBA GRANT <> <> WORKGROUFYDEY100 0
10-02-2017 16:28:26 |RTP-DDL | OMEGACATESTDBAL ALTER OMEGACATESTAPPEv_EMP WORKGROUPYDEY100 0
10-02-2017 16:28:26 [RTP-DDL | OMEGACATESTDBAICREATE OMEGACATESTAPPL Y_EMP WORKGROUPYDEY100 0
10-02-2017 16:28:25 |RTP-DDL | OMEGACATESTDBA(ALTER OMEGACATESTAPPE|P_PROC_02 WORKGROUFYDEY100 0
10-NZ7-7017 17:78:25 IRTP-D0LOMFGACATFSTDRAL CRFATF OMFGACATFSTAPPIIP PROC 11 WORKGROLIPIDEY 100 n

1834

L]

[TE |

T o p importént Performance Noted6 of t he

p ar&igdea pihn ficCrl matnit o n

retri
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35 The Unified Trail for Log Collector (SIEM) Systems

The Omega Core Audit is fully equipped to perform its tasks and protect its data. However cases that require
external storage of unified audit trails might appear, for example in the case of a financial institution that is
seeking PCI Compliance, where external storage of audited data is a requirement.

Also many enterprises and organizations today already do make use of Log Collection/SIEM systems for central
storage, consolidation and alerting of log data from multiple sources of different system types . Thus central
storage of audited information might be an internal requirement.

Most Log Collection and common SIEM systems do somehow support the pull of data from the Oracle database in
custom mode i in the meaning to have the table name (or the SQL for retrieval) customized , not fixed to
SYS>AUDS$ only!Other solutions involve a locally installed SIEM Agent.

The unification of audit trails in Omega Core Audit makes it easy to retrieve the audit records from Log
Collecton/SIEM Appliances.

The Unified Audit Trail View name in the Repository is V_SYS_UNF_TRAIL. The first two fields ardimestamps:

TIMESTAMP_STS The Audit DateTime field in the Application.
TIMESTAMP_UTC The Audit UTC field in the Application.

and as such very appropriate for time reference from the Log Collection/SIEM pull process.

DATAPLUS
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4 CHAPTER 4: Access Control

4.1 How it works

The Access Control module establishes database perimeter defense by applying mandatory access control to all
connections to the database. It operates on top of Oracle database event triggers feature and implements a
special software protection layer that supersedes standard user logon privileges. No users, including privileged
accounts and DBAs, can logon to the database without complying with the access control policies.

It is based on the system-level trigger on the logon event capabilityof t he Or acl eds database.
Each logonis evaluated on real time against the access control policies, access is mandatory, users willbe able to

log into the database only after complying (Policy evaluated to TRUE)with at least one policy.

Non-compliant connections can be rejected in real time and logged off from the database.

Multi-factor user authorization permits logon only on specific combination of user & environment context values,
be those user, host, OS logon andterminal names, IP addresses, program used, time and many more.

Access control trails provide det a.iAnaccessncontict teit i® genetatedy o n ¢
depending on the settings of the evaluated pol i/EAL8Es Auc
Evaluation of multiple policies by a login action generates one single access control trail record, displayed mapped

to all causing policies!

A specific feature of the Access Control comparing to other modules, is that an access control trail record is
always generated if not a single TRUE policy is found during evaluation, even if no policy is evaluated at all
becauseofthepol i cyds Ussetting. Appl i ance

This goes independently from the policies and by the module itself. You will always have an access control trail for
a non-complying logging!

4.2 Access Control Guidelines

4.2.1 General Guidelines

Create secure login channels into the database for individual, or groups of users according to their work profiles,
by creating policies permitting access to them.

Although the Omega Core Audit processing cost on Access Control is very small comparing to the cost of the
Oracle logon process, it is advised that you beware the performance anyway.
Remember that for each logon all access control policies are evaluated. Thus be aware of the evaluation cost by:

1 Have a limited number of Access Control policies, especiallywhen the User Appliance option is All Users.

1 Using the User Appliance Feature of the policy to Users Apply and declare users to the respective list.

1 Enable the Use Cache option for all policies.

1 Disable the Debug Log option for all policies.

1 Be aware of intensive connections f r om i nt er f aces an diting with tommaonedatabasea ut h e
credentials.

Note :

Omega Core Auditobés Access Control modul e has demonstr a

systems with 3-4 thousands connections per minute from interfaces only, plus the continuous operations of
hundred users working on application systems with the characteristic of opening a separate session for each
application form.
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4.2.2 Silent Access Control Module

2

The Access Controlmo d u | Sé@etsnode controls the protective acti on regarding the conn

The protective action is the rejectionof t he user ds | ogon, lsetwilweadowedHilogom,n t
although policy evaluation and trailing will continue as configured.

The Access Control Silent mode is enabled by default on Omega Core Audit install Use the Silent mode for
database accesshehavior discovery (retaining the audit capability), until you establish secured access pathsfor all
logging accounts to the database through your policies. Mind the database internal actions, like those of Oracle
accounts SYS, SYSTEMSYSMAN and more, mostly via jobs, and those of application schemas or interfaces!

Normally the Access Controlmo d u | Sdeditsnode would be used only during the time of initial setup or on
emergency. Deactivate this option after you have properly configured Access Control through your policies, so
that unauthorized connections are not allowed to continue!

Access Controlmodul ed s Siid managed nmtodtiee System Components form in the main menu
Administration, Access Control tab, Silent Checkbox.Press the Set button to set the changed value.

DATAPLUS
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4.3 Access Control Policies

Accesscontrol policies enforce and formalize security compliancep ol i ci es on user 6s cannect
Toviewt he policies, in the Applicationéds main menu Audit
Policies. This will open the Access Control Policies form.

& Access Control Policies

Search Dptions

Policy Mame Paolicy Description Dt. Created From DL. Created To
| |[z4-07-2016  ~|24-07-2016 ~|[ Active
I[Al:l:ess Control Policies II
|Policy Name |Pulicv Description |Active |Audit Option |User Appliance |Ru|e Eval. |Use Cache |Debug Log |Dt. Created
ss EYL Application Access | W |On Failure sers Apply Any True v 14-07-2016 21;32
L EvL Developer Access lZZZln Success/Failure [Users Apply ~:~
COESS EYL DE#& Access v |0n Success{Faiure |Users Apply Any True v 14-07-2016 21:32
EYL Oracle Internals  |EYL Oracle Internals v |On Failure Users Apply Any Trug v 14-07-2016 21:32
TR =| [«] [»]
The following are the properties of the Access Controlpolicy:
Field Name Field Descripti on
Policy Name Unigue Name of the policy within the module.
Policy Description Description of the policy.
Active Policy status, Active or Inactive.
Audit Option Policy evaluation effect on access control trail record. Available options:

Disabledi No Access Control Trail record is created
On Failurei Access Control Trail record is created ona FALSE Policy.
On Success and Failurei Access Control Trail record is always created

User Appliance Policy appliance regarding database users.Available options:

All Usersi Policy is applied to all users

Users Applyi Policy is applied only to users in the Users Apply List
Users Excludel Policy is not applied to users in the Users Exclude List.

Rule Evaluation Policydés eval uat i onAvaiabldaptionse gar di ng rul es.
Any True i Policy is Truewhen at least one rule is evaluated True.

All True 7 Policy is True if all rules are evaluated True.

Formulai User defined logical formula built on rules.

Formula Text of the policyobsuesd. ogical formula buil

Use Cache Use of Policy Cacheon evaluation. Available options:
Checkedi Cache is enabled for policy, recommended value and default on create.
Uncheckedi Cache is not enabled for policy, non-recommended value.

Debug Log A Debug Log is created when policy is evaluated. Available options:

Checkedi Debug log is enabled for policy, non-recommended value.

Unchecked i Debug log is not enabled for policy, recommended value and default on
create.

Enter the desired options and press the button Search on the right. The result will be listed in the Access Control
Policiesgrid. Press the Refresh button to refresh them.
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4.3.1 Adding a new Access Control Policy

To create a new access control policy, in the form Access ControlPolicies Access Control Policiesgrid, press the
button Add on the right. The form Add Access Control Policy will open.

& Add Access Control Policy

Add Access Control Policy

Policy Name |E\\'L Application Access |

Add

Policy Description (vl Application Access

Audit Option |l:ln Success, Failure LI User Appliance [TEHPHEIRENENN

Rule Evaluation |Any True j

Set the required fields and press the button Add.
You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the rules.

4.3.2 Opening/modifying an Access Control Policy

To open an access control policy in full details for viewing and modification, select a policy record in the form
Access Control Polites, Access Control Policies gridand press the button Open on the right. The form Access
Control Policy will open.

& Access Control Policy @
Access Control Policy

Policy Name |E'U'L Developer Access |
Save
Policy Description [EYL Developer Access
Del. Cache
Audit Option On Success/Faill ~ | User Appliance |gers Apply LI [Users] Rule Evaluation
Formula | | [Formula] [ Use Cache [ DebugLog

|Policy Rules |

I|Rule Code |Rule MName Rule Description Active |Cond. Eval. |Dt. Created - |User Cr
0000002 Developer 01 Access Developer 01 Access v Al True 14-07-2016 21:32:14 SYS
0000003 Developer 02 Access Developer 02 Access v Al True 14-07-2016 21:32:14 35

FecMo=2
I ] = [4] I

Dt.Upd. [14-07-2016 22:06:02 | User Upd. [DMEGACAADM | Dt.Created [14-07-2016 21:32:14| User Created[gys |

To update any policy changes press the button Save You will receive a confirmation, or the error message when
failure.

Press the button Del. Cacheto manually clear the access control cache for this policy. Press the button Formula to
open the pol i cy0s PrésethamutioraUsersta opem the dser appliance/exclusion form.
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4.3.3 Deleting an Access Control Policy

To delete an access control policy, select a policy record in the form Access Control Policies Access Control
Policies grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected policy will
be deleted together with its cache, rules, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

4.3.4 Copying an Access Control Policy

To copy an access control policy, select a policy record in the form Access Control Policies Access Control Poicies
grid and press the button Copy on the right. The form Copy Access Control Policy will open.

g2 Copy Access Control Policy

Copy Access Control Policy

Policy Name |EvL DBA Access |
Copy
EYL DEA Access

Policy Name

Mew Policy Description [EyL DBA In Access |

New Policy Description [EYL DBA Junior Access|

Set the required fields and press the button Copy.

You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

4.3.5 Access Control Policy Status

To change an access control policy status, select a policy record in the form Access Control Policies Access
Control Policiesgrid and press the button Status below on the right. If the change status dialog box is confirmed,
the current policy status will be reversed from its current setting . Policy must have active rule for its status to be

set as Active. If the policy Audit Option is other then All Users, respective Apply and Exclude lists must have at
least one entry.
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4.4 Access Control Rules

Accesscontrol rules are defined under policies. To view the access control rules for the selected policy open the
form Access Control Policy. The rules bounded to the policy will be listed in the Policy Rules grid.

The following are the properties of the Access Controlrule:

Field Name Field Description

Rule Code Unique auto-generated code of the rule within the module.
Rule Name Name of the rule.

Rule Description Description of the rule.

Active Rule status, Active or Inactive.

Condition Evaluation | Rule evaluation mode regarding conditions. Available options:

Any True i Ruleis True when at least one condition is evaluated True.
All True i Ruleis True if all conditions are evaluated True.

Formulai User defined logical formula built on rules.

Formula Textofthe rulebs | ogi cal fconditomsl a bui |l t on

Press the Refresh button to refresh them.

4.4.1 Adding a new Access Control Rule

To create a new access control rule for the selected policy, in the form Access Control Policy, Policy Rules grid,
press the button Add on the right. The form Add Access Control Rule will open.

& Add Acess Control Rule @
Add Acess Control Rule

Policy Name |E\|'L Developer Access |

Add

Rule Name |Develnper 03 Access |

Rule Description  Developer 03 Access

Cond Evaluation hd

Set the required fields and press the button Add. You will receive a confirmation, or the error message when
failure. The new rule will be created with an Inactive status. You can change that later, after adding the
conditions.

4.4.2 Opening/modifying an Access Control Rule

To open an access control rule in full details for viewing and modification, select a rule record in the form Access
Control Policy, Policy Rules grid and press the button Open on the right. The form Access Control Rule will open.
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2 Acess Control Rule @

Acess Control Rule
Policy Name ¥L Developer Access |
Rule Name |Developer 02 Access |

Rule Description  [Developer 02 Access

Cond Evaluation |AII True LI Formula | | [Formula]

|Hule Conditions |

|Eond. Code |Active|l:ond. Eval. |Factor Name |D|:|r. Symhollﬂperand 1 Operand 2 |Min. Trust Level |Ual.
0000005 v| |Operand Session User = OMEGACATESTDEVDZ Undefined
Qoo000s v| |Operand Cliznt Host = WORKGROUPDEY 100- % Und=fined

RBCND=2
| » M = [« | []

Dt. Upd. [14-07-2016 22:35:11 | User Upd. [DMEGACAADM | Dt. Created [14-07-2016 21:32:14 | User Createdf[sys ]

To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure.

de

2

Press the button Formulato openthe ruled s f or mul a edi tor form based on condi

4.43 Deleting an Access Control Rule

To delete an access control rule, select a rule record in the form Access Control Policy, Policy Rules grid and press
the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be deleted together
with its policy cache, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

4.4.4 Access Control Rule Status

To change an access control rule status, select a rule record in the form Access Control Policy, Policy Rules grid
and press the button Status below on the right. If the change status dialog box is confirmed, the current rule
status will be reversed from its current setting. Rule must have at least one active condition for its status to be set
as Active.

4.5 Access Control Conditions

Access control conditions are defined under policy rules. To view the access control conditions for the selected
rule open the form Access Control Rule. The conditions bounded to the rule will be listed in the Rule Conditions
grid.

The following are the properties of the Access Controlcondition:

Field Name Field Description
Condition Code Unique auto-generated code of the condition within the module.
Active Condition status, Active or Inactive.

Condition Evaluation | Condition evaluation mode regarding factor. Available options:
Operand - Condition is evaluated by comparing the retrieved value of the factor with the
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operand's value.
Trust level - Condition is evaluated by comparing the retrieved value of the factor wit h the
pre-declared Factor's trust level values.
Validate Expression i Condition is evaluated as a result of a user-defined database
function returning a Boolean result.

Factor Factor being evaluated

Operation code Code the operation type applied to the evaluation of the Factor's retrieved value.

Operand 1 Value of the first operand .

Operand 2 Value of the second operand.

Minimal Trust Level Minimal required trust level.

Val. Exp. Owner Validate expression owner.

Val. Exp. Object Validate expressionobject name.

Press the Refresh button to refresh them.

45.1  Adding a new Access Control Condition

To create a new access control condition, in the form Access Control Rule, Rule Conditions grid, press the button
Add on the right. The form Add Access Control Condition will open.

£ Add Access Control Condition @
Add Access Control Condition

Rule Name

|Developer 02 Access |

~| [ Active

Add

Factor |IP Address

|Eondilion Evaluation |

ondition Evaluation
* Operand

Operand

" Trust Level " validate Expression

Dperation Code [_ ~ | Operand 1 |1gz_153_1,1|]|]

Operand 2 | |

Set the required fields and press the button Add. You will receive a confirmation, or the error message when
failure. Choosing the condition evaluation mode through the radio-boxes opens respective input fields. The new
condi t i o oabd be setbnacteatisn, except when condition evaluation Operand and operation code [not] IN
that are created as Inactive.

452  Opening/modifying an Access Control Condition

To open an access control condition in full details for viewing and modification, select a condition record in the
form Access Control Rule, Rule Conditions grid and press the button Open on the right. The form Access Control
Condition will open.

DATAPLUS

2



39

DATA DATAPLUS Omega Core Audit for OracleDatabase-Us er 6 s 83lbi

# Access Control Condition @

Access Control Condition
Rule Name |Deve|oper 02 Access | E
Condition Code 0000006 Factor |l:|ient Host LI
|Cnndilion Evaluation |
ondition Evaluation
+ Operand Trust Level Yalidate Expression
Operand
Operation Code [ || [operand List | Operand 1 [WORKGROUP',DE 100-XXX |
Operand 2 | |
Dt. Upd. [15-07-2016 13:53:18 | User Upd. [OMEGACAADM | Dt. Created [14-07-2016 21:32:14 | User Created

To update any condition changes press the button Save. You will receive a confirmation, or the error message
when failure. Press the Operand List button to set Operand list when condition evaluation of type Operand and
Operation Code [not] IN.

453 Deleting an Acc ess Control Condition

To delete an access control condition, select a condition record in the form Access Control Rule, Rules Conditions
grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected condition will be
deleted together with its policy cache, and [not] IN lists.

You will receive a confirmation, or the error message when failure.

454  Access Control Condition Status

To change an access control condition status, select a condition record in the form Access Control Rule, Rules
Conditions grid and press the button Status below on the right. If the change status dialog box is confirmed, the
current condition status will be reversed from its current setting. If condition evaluation is of type Ope rand and
Operation Code is [not] IN, then the condition must have at least one active IN list record for its status to be set
as Active.
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5 CHAPTER 5: Standard Audit

5.1 How it works

The Standard Audit module ensures a reliable and continuous auditing monitoring and i s based on t
native audit capabilities.

It is based on native auditing capabiltesof t he Or acl eds dat abase.

It ensures an answer in real time to the classical questions i Who/What/How/When/Where in r egar d t o u:¢
activity in the system. It operates on top of Oracle native audit features, is easily configured and graphically

enables a complex set of auditing commands via the interface. Standard Auditing consists of:

1 Statements & System Privilegesi identifies actions performed versus a statement executed and system-wide
granted privileges like SELECT TABLE, INSERT ANY TABLE, CREATE SESSION, EXECUTE ANY PROCEDURE
and so on.

1 Objectsi identifies actions performed versus an application or database object, let us say we are interested in
tracing every SELECT, INSERT, DELETE, UPDATE into the ACCOUNTS table, made by any user.

The Standard Audit module implements a policy-based auditing, in which audit policies define user-statements
and object privileges to be audited.

Automatic standard audit trails management is effective. The DB Audit Trails Purge Job transports the standard

audit trails from the Oracle internal structures to the Omega Core Audit Repository and optionally makes the
mapping of the standard audit trail record with the policies that caused it.

5.1.1 Activating the Standard Audit

To activate the standard Oracle auditing you need to set the database startup parameter fau di ttooneafi | 0
the following values:

DB_EXTENDED- recommended value, ensures full SQL Bind parameters and SQL Text
DB - non-recommended value, no SQL Bind parameters and SQL Text

You can set this parameter from the Omega Core Audit System Components form, or by executing the following
SQL command (with the proper privileges):

SQL>alter system set AUDIT_TRAIL=DB_EXTENDED scopespfile;

Because thisparameter is a static one, you need to restart the instance for the action to take effect.

5.2 Standard Audit Guidelines

Standard Auditing is relatively inexpensive, as demonstrated by audit benchmark tests performed by Oracle and

other third parties. However in order to minimize any possible performance impact and to keep the Unified Audit

Trail from growing big too quickly , narrow the scope of the audit by referring sensitive objects in combination with

the important privleges. You dondét have to audit f Bpecifiedd THis@lsogives morey ou ¢
meaning to your standard audit trail.

Follow these guidelines for minimal performance impact on the system:

1 Although auditing is relatively inexpensive, limit the number of audited events as much as possible.
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1 Evaluate your auditing. Have a clear understanding of your auditing and then devise an appropriate auditing
strategy. Avoid unnecessary auditing.

1 Audit knowledgeably. Audit the minimum number of u s e staiesents or objects needed to get the targeted
information. Balance the sufficient amount of your security information with your ability to store and process
it.

Create audit policies for important statements [privileges] given to specific users, administrators, developers and
schema owners, and also for important objects, each more set in more detail at rule level by the two available

policy types.

5.3 Existing Oracle Standard Audit s

Existing (Standard) audit settings might be enabled in your database, prior to Omega Core Audit installation.
These audit settings might be there because of:

1. Oracle Default Audits

These are all Statement Audits and are activated with the database install using the new feature "Security
settings”, available in the 11g Database Configuration Assistant.

These default audit statements are user-wide (effective for all users) and are rec ognized by Omega Core Audit via
a special, read-only and prec<depl oyed Standar d AnadeiDefaulp AubitsocThis polecyrsepportsi
t he Or ac-widetstmtementseand privileges audited by default. You cannot change this policy, or its rules
(Statement Audits), but you can change each one status, activating or de -activating.

This policy and its rules are pre-deployed as Inactive during Omega Core Audit installation! You can activate each
rule (Statement Audit) according to what existing stat ement audits may be and then activate the policy.

2. Audits set by your DBA.

These might be existing statement and object audit settings, set by either your DBA, or information security staff.
It is recommended that you remove these audits (with the NOAUDIT command) prior to installing Omega Core
Audit.

Note s:

1. To check for existing audit settings, open t he forms AStatement [ System Priyv

Auditso, | ater descr iDatabdse Standardihudds Intetacdigndb et ophnct he i
2. For existing standard audit trail records in SYSAUDS, it is recommended that these trails are purged prior to

installing Omega Core Audit. However, you can still purge these trails to the Omega Core Audit repository, but no
Standard Audit Options Mapping will be available for them.
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54 Standard Audit  Policies

Standard au d i t policies enforce and formalize security comy
database. To vi ew t he poli ci es, mannAuditliraicies, pap Btandaadt Audit nolibksthe menu n

button Policies. This will open the Access Control Policies form.

&2 Standard Audit Policies

Search Options

B=1E3

Policy Hame

Policy Description Dt. Created From Dt. Created To

7] e

|[25-07-2016 - |[25-07-2016

[Standard Audit Policies ]

||Po|i|:y MName Policy Description

ioracle Default Audits Oracle Defaulk 14-07-2016 21: 0|5

EYL Developer Audit EYL Developer Audit W 1 ¥ 14-07-2016 21:32:15 |5

EvL App Obj Audit EWL &pp Obj Audit v| |Object v 14-07-2016 21:32: 15 |5

EYL DBA Audit EVL DEBA Audit v | Skakement [Priv.] L4 14-07-2016 21:32:15 |5
Delete

I > » M = [« | (]

The following are the properties of a Standard Audit Policy:

Field Name

Field Description

Policy Name

Unique auto-generated code of the condition within the module.

Policy Description

Description of the policy.

Active

Policy status, Active or Inactive.

Type

P o | itypeg régarding standard auditing. Available options:
Statements & System Privilegesi Auditing on user statements and system privileges only.
Object 1 Auditing on actions performed on objects only.

Use Cache

Use of Policy Cacheon Audit Policy Mapping (if enabled). Available options:
Checkedi Cache is enabled for policy, recommended valueand default on create.
Uncheckedi Cache is not enabled for policy, non-recommended value.

Debug Log

A Debug Log is created on Audit Policy Mapping (if enabled). Available options:
Checkedi Debug log is enabled for policy, non-recommended value.
Uncheckedi Debug log is not enabled for policy, recommended value (default on create).

Enter the desired options and press the button Search on the right. The result will be listed in the Standard Audit

Policies grid. Press the Refresh button to refresh them.

5.4.1 Addinganew Standard Audit Policy

To create a new standard audit policy, in the form Standard Audit Policies, Standard Audit Policies grid, press the

button Add on the right. The form Add Standard Audit Policy will open.
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Add Standard Audit Policy X
Add Standard Audit Policy

Policy Name |E\\'L Developer Audit |

Add

Policy Description [E¥L Developer Audit

Type Statement [Priv.] -
Object

»

P -

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the statements or objects audit options, depending on the policy
type. Standard Audit Policy type cannot be changed after creation.

5.4.2 Opening/modifyinga  Standard Audit Policy

To open a standard audit policy in full details for viewing and modification, select a policy record in the form
Standard Audit Policies Standard Audit Policiesgrid and press the button Open on the right. The form Standard
Audit Policy will open.

i Standard Audit Policy

Standard Audit Policy

Policy Name E¥L Developer Audit |

Policy Description (vl Developer Audit

Del. Cache

Type Statement [Priv.] [v UseCache [ Debuglog

| Policy Rules
Statement Audits

|Aud. Stmt. Code |Audit Option Audit User |Active |5uccess |DI:. Created |
ooooozs INSERT TAELE OMEGACATESTDEYOL v |Success/Fallure |14-07-2016 21:32:15

0000030 SELECT TABLE COMEGACATESTDEYOL v |SuccessiFallure |14-07-2016 21:32:15
0000031 UPDATE TABLE COMEGACATESTDEVOL v |Success/Faillure |14-07-2016 21:32:15
0oo003z DELETE TABLE COMEGACATESTDEYOL v |SuccessiFallure |14-07-2016 21:32:15
0000033 INSERT TAELE OMEGACATESTDEYDZ v |Success/Fallure |14-07-2016 21:32:15

0000034 SELECT TABLE OMEGACATESTDEYDZ v |SuccessiFallure |14-07-2016 21:32:15
0000035 UPCATE TABLE OMEGACATESTDEYDZ v |Success/Fallure |14-07-2016 21:32:15 [ all
0000036 DELETE TABLE OMEGACATESTDEYDZ v |SuccessiFallure |14-07-2016 21:32:15

RecMo=3§

s ww =

Dt. Upd. [15-07-2016 22:33:40 | User Upd. [OMEGACAADM Dt. Created [14-07-2016 21:32:15 | User EreatedD

To update any policy changes press the button Save.
You will receive a confirmation, or the error message when failure. Press the button Del. Cache to manually clear
the standard audit cache for this policy.

Oracle Def. Audits Panel

Whenever yo WraolplefaultAddisd Apol i cy, vy cspeciabpahel thanwiltappeaeonlyfor this
specific Standard Audit policy and not for the others.

Oracle Def. Audits
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This functionality i mppreddfired usdr-wide@Qudisfeatuiie smplensente inasyR1 and

enhanced in 11gR2), into

t h eOralerDefqut AWditsd ep Aluidd . slpteciisal ot

mostly after Omega Core Audit install and initial configuration.

5.4.3 Deletinga Standard Audit Policy

To delete a standard audit policy, select a policy record in the form Standard Audit Policies, Standard Audit
Policies grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected policy will
be deleted together with i ts cache and statement or objects audits, depending on the type.

You will receive a confirmation, or the error message when failure.

5.4.4 Copying an Standard Audit Policy

To copy an access control policy, select a policy record in the form Access Control Policies, Access Control Policies
grid and press the button Copy on the right. The form Copy Access Control Policy will open.

2 Copy Standard Audit Policy.

Copy Standard Audit Policy

| Copy

Policy Name |E|||'L Developer Audit
Policy Description E¥L Developer Audit
New Policy Name E¥L Developer In Audit

Mew Policy Description

EYL Developer Junior| Audit

Set the required fields and press the button Copy.

You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

545 Standard Audit Policy Status

To change a standard audit policy status, select a policy record in the form Standard Audit Policies, Standard
Audit Policies grid and press the button Status below on the right. If the change status dialog box is confirmed,
the current policy status will be reversed from its current setting. Policy must have at least one active rule for its

status to be set as Active.

If the status of the policy willbel nact i v e,

t huées stadeimént op object auditd will be disabled!
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55 Standard Audit Rules - Statement Audit s
Standard statements (and privileges) audits are defined under policies. To view the statement audits for the
selected policy open the form Standard Audit Policy. The statement audits bounded to the policy will be listed in
the Policy Rules grid, Statement Audits tab.
The following are the properties of the Standard Audit Rule - Statements Audit:
Field Name Field Description
Audit Stmt. Code Unique auto-generated statement audit code within the module.
Audit Option Audited action.
Audit User Audited User.
Active Audit object status, Active or Inactive.
Success Auditingef f ecti ve by actionds success. Avail a
Success/Failurei audits on both success and failure
Successi audits on success only
Failure i audits on failure only
Important Note:
By Oracle implementation, Standard [no] Audits on statements (and privileges) are effective only on subsequent
user sessions and not the current ones!
Press the Refresh button to refresh them.
5.5.1 Addinganew single Standard Statement Audit (Rule)
To create a new single statement audit, in the form Standard Audit Policy, Policy Rules grid, Statement Audits tab,
press the button Add on the right. The form Add Statement Audit will open.
Add Statement Audit
[~ ALL STATEMENTS (all Top-Sql level)
Add
Statement [ppop any TABLE -|
Usemame |oMEGACATESTDEYDZ _~ | Success/Failure [success/Failure  ~| ¥ Active
Set the required fields and press the button Add.
You will receive a confirmation, or the error message when failure. The new statement auditd s st at us ¢

on creation.

Instead of adding individual statement audits for a user, you can choose to audit ALL STATEMENTS for him, a
new feature available from Oracle 11g Release 2. This will audit only top-level SQLs directly executed by the user
and not SQL&6ds that may be inside procedural code he

Important Note:
Existing bugs have been verified in the audit ALL STATEMENTS feature in 11gR2. All SQLs instead of tofevel

only do get audited. This is fixed in the 11.2.0.3 Server Patch Set and in the upper versions (12). See also the
11.2.0.4 Server Patch Set!
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5.5.2 Adding new multiple Standard

To create new multiple statement audits, in the form Standard Audit Policy, Policy Rules grid, Statement Audits

Statement Audits

tab, press the button Add+ on the right. The form Add Statement Audits will open.

2 Add Statement Audits

X

Add Statement Audits

Audit Operations | Audit Operations Log

[ % |audit option

|Is Shortcut |Is 5ys. Priv. |Success_.l’FaiIure | Izl

COMMENT TABLE v
CREATE ANY TABLE
CREATE TAELE
CREATE TAELESPACE
| \DELETE AMY TABLE
DELETE TAELE W
v/ |DROP ANY TAELE
DROP TABLESPACE
FLASHEACK, &MY TABLE v
GRAMNT TABLE v
INSERT AMY TABLE v

<
L ARIE RN RN Y

AN

Rec Mo =24
TEIY =

SuccessfFailure
SuccessfFailure
SuccessfFailure
SuccessfFailure
SuccessfFailure
SuccessiFailure
SuccessiFailure
SuccessiFailure
Success)Failure
Success)Failure
SuccessfFailure

|5earch Options | |.F|.udi|: Users
Statement [Audit Option] Is Shortcut Is System Priv. User
|TaBLE | = 2 Search || [omegaca | [ search | M
Statement Object Type
LI j [ Check all
= = = OMEGALA
|5tatements for Audit [Audit Options] OMEGACAADM
- OMEGACATESTAPPO1
[ Check All Success/Faiwe [ ~] 7| OMEGACATESTDBADL
OMEGACATESTDEYOD1

v| OMEGACATESTDEYDZ

Complete the desired options and search for available statements. Choose the statements you want to audit. On

the right side chose the Users you want to audit on the selected statements. Press the button Add on the right.

View the multiple operations result into the tab Audit Operations Log. The new statements audits status can be

set on creation.

5.5.3 Opening/modifying

a Standard Statement Audit (Rule)

To open a statement audit in full details for viewing and modification, select a statement audit record in the form

Standard Audit Policy, Policy Rules grid, Statement Audits tab and press the button Open on the right. The form

Statement Audit will open.

£ Statement Audit

Statement Audit

9

[ ALL STATEMENTS (All Top-Sql level):

Statement |yppaTE TABLE

i |

Usemame |DMEGAEHTESTDE\'I]1

LI Success/Failure [cyccess/Failure

Dt. Upd. (15-07-2016 21:46:19 | User Upd. |OMEGACAADM Dt. Created [14-p7-2016 21:32:15 | User EreatedlEl

To update any statement audit changes press the button Save.
You will receive a confirmation, or the error message when failur e.
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5.5.4 Deleting a Standard Statement Audit

To delete a statement audit, select a statement audit record in the form Standard Audit Policy, Policy Rules grid,
Statement Audits tab and press the button Delete on the right. If the delete dialog box is confirmed, the selected
standard statement audit will be deleted.

You wi |l receive a confirmation, or the error nedtsbhgge w
checking the All option.

5.5.5 Standard Statement Audit Status

To change a statement a u d istatdssselect a statement audit record in the form Standard Audit Policy, Policy
Rules grid, Statement Audits tab and press the button Status below on the right. If the change status dialog box
is confirmed, the current statement a u d istatus svill be reversed from its current setting.

Note :

Setting a policy rule statement auditbés status to I|Inact
statement audit setting. This because there is no status property available in database for statements audits up to

Oracle 11g (and 12c - traditional auditing).
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5.6 Standard Audit Rules - Object Audit s

Standard object audits are defined under policies. To view the object audits for the selected policy open the form
Standard Audit Policy. The object audits bounded to the policy will be listed in the Policy Rules grid, Object Audits
tab.

| Policy Rules
Object Audits

|nud. 0Obj. Code |Obj. Owner 0Obj. Type 0Obj. Name Aud. Operation |Active|5uccess |Dt. Created
ooooool OMEGACATESTAPPO | TABLE EMP DELETE v|  |Success|Failure | 14-07-2016 2
ooooooz OMEGACATESTARPO | TABLE EMP UPCATE v|  |Success|Failure | 14-07-2016 2
[ al
Rec Mo =32

| X = ] ]

The following are the properties of the Standard Audit Rule - Object Audit:

Field Name Field Description

Audit Object Code Unique auto-generated object audit code within the module.

Object Owner Description of the policy.

Object Type Policy status, Active or Inactive.

Object Name Policyds type raadfiregrAddiablgopsohsandar d

Statements & System Privilegesi Auditing on user statements and system privileges.
Object T Auditing on actions performed on objects.

Active Audit object status, Active or Inactive.
Audit Operation Audited operation on the obiject.
Success Auditing effective by actionds success. A

Success/Failurei audits on both success and failure
Successi audits on success only
Failure 1 audits on failure only

Important Note:

By Oracle implementation, Standard [no] Audits on Object Privileges will take effect immediately!

Press the Refresh button to refresh them.

5.6.1 Addinga new single Standard Object Audit

To create a new single object audit, in the form Standard Audit Policy, Policy Rulesgrid, Object Audits tab, press
the button Add on the right. The form Add Object Audit will open.

DATAPLUS



49

DATA DATAPLUS Omega Core Audit for OracleDatabase-Us er 6 s 83lbi

& Add Object Audit X
Add Object Audit

Audited Object
Dbject Owner [nMEGACATESTAPPO1 ~ | | Audit Operation [pe Fre -]

Object Type |TABLE v | Success/Failure |5uccess/FaiIure LI

Object Name |EMP 7 | v ’A'

Set the required fields and press the button Add.
You will receive a confirmation, or the error message when failure. The new object auditdé s s taa beusst on
creation.

5.6.2 Adding new multiple Standard  Object Audits

To create new multiple object audits, in the form Standard Audit Policy, Policy Rulesgrid, Object Audits tab, press
the button Add + on the right. The form Add Object Audits will open.

22 Add Object Audits @
Add Dbject Audits

Audit Operations | pudit Operations Log
|5earch Options ||Audil Operations |

Object Owner * Dbject Type * Object Name [~ Check all

|[oMEGacaTesTAPPO1  ~ |[TABLE ~ | [ search |= 2R ' Active
|Dhiects for Audit | JE‘IlZ-III*[:IIJI-ENT
[~ Check all Success/Failure I:I DELETE
GRANT
|H |Elwner |Dhiect Type |Dhiect Name |5uccess,-"Failure| i:gsi_r
OMEGACATESTAPPOL | TAELE DEFT Success/Failure LOCK
OMEGACATESTAPPOL | TABLE EMP SuccessiFailure RENAME
’ SELECT
UPDATE

Rec Mo =2
e 4 =

Complete the Owner and the type and search for available objects. Choose the objects you want to audit. On the
right side chose the Audit Operations you want to audit on the selected objects. Press the button Add on the
right. View the multiple operations result into the tab Audit Operations Log. The new objects audits status can be
set on creation.

5.6.3 Opening/modifying  a Standard Object Audit

To open an object audit in full details for viewing and modification, select a n object audit record in the form
Standard Audit Policy, Policy Rules grid, Object Audits tab and press the button Open on the right . The form
Object Audit will open.
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DObject Audit
Audited Object
Object Owner - Audit Operation |UPDATE - |
Object Type |TABLE - | Success/Failure |5uccess/FaiIure LI
Object Name |EMP - |

Dt. Upd. [15-07-2016 23:05:34 | User Upd. [OMEGACAADM Dt.Created [14-07-2016 21:32:15] User Created[sys |

To update any object audit changes press the button Save.
You will receive a confirmation, or the error message when failure.

5.6.4 Deleting a Standard Object Audit

To delete an object audit, select an object audit record in the form Standard Audit Policy, Policy Rulesgrid, Object

Audits tab and press the button Delete on the right. If the delete dialog box is confirmed, the selected object

audit will be deleted.

You will receive a confirmation, or the error message when failure. You can del e bbgectaudilsbypol i c
checking the All option.

5.6.5 Standard Object Audit Status

To change an object auditd status, select an object audit record in the form Standard Audit Policy, Policy Rules
grid, Object Audits tab and press the button Status below on the right. If the change status dialog box is
confirmed, the current object a u d istatus svill be reversed from its current setting.

Note :
Setting a policy rule object auditdés status to I nactiwv

object audit setting. This because there is no status property available in database for objects audits up to Oracle
119 (and 12c - traditional auditing).

DATAPLUS



51

DATA DATAPLUS Omega Core Audit for OracleDatabase-Us er 6 s 8lb6i de 2

5.7 Database Standard Audit s | nteraction

Omega Core Auditoos Standard Audi t modul e aut omates a
functionalities. This is implemented at t hedepprdihgootheéd s r u
policy type. Management of database audits is performed
status management. Direct database commands for auditing are processed and executed by the Omega engine

and synchronization is held between repository and database audits. Multiple policy rules (statement and object

audits) may be related to the same oracle database audit configuration, respectively for database statements and

objects audits.

The Omega Core Audit interface will alert you when opening a Statement or Object Standard Audit Rule which is
not bounded to a database statement or object audit setting. Ideally you are not supposed to see this, but
existence of an orphan Standard Audit Rule is an indicator of audit activity outside Omega Core Audit or an
inconsistency of the later.

5.7.1 Database Statement [Privilege] Audits

Tovi ew t he shementaadiiseas they are displayed in the Oracle view DBA _STMT_AUDIT_OPTSn the
App !l i cmadnimemn &wdit Policiestab, Oracle Audit Settings group click on the Statements menu button. The
form Statements [System Privileged Audits will open.

& Statement [System Privilege] Audits

Search Dptions

Username Statement [System Privilege]
| K | |
[Statement [System Privilege] Audits l
g
|Audit Option System Priv. |Proxy i [~ Force
e :
DELETE TAELE OMEGACATESTDE! BY MCCESS BY ACCESS
DELETE TAELE OMEGRCATESTDE! BY ACCESS |BY ACCESS
GRANT AMY OBIECT PRIVILEGE OMEGRCATESTDEY L BY ACCESS |BY ACCESS
IMSERT AMY TAELE OMEGRCATESTDEY L BY ACCESS |BY ACCESS
INSERT TAEBLE OMEGACATESTDE! BY MCCESS BY ACCESS
INSERT TAEBLE OMEGACATESTDE! BY MCCESS BY ACCESS e
SELECT TAEBLE OMEGACATESTDE! BY MCCESS BY ACCESS
SELECT TAELE OMEGACATESTDE! BY MCCESS BY ACCESS
SYSTEM GRAMNT OMFGACATFSTRR: Ry A" CFS5 IRY ACCFSS
Rec Mo = 13 E‘
| ] =

Enter the desired options and press the button Search on the right. The result will be listed in the Statement s
[System Privilegeg Audits grid.

Note :
You can drop the selected statement audit option in the database with the NoAudit button. Ideally you are not
supposed to use this feature, but you can use it only for any possible database orphan statement audit, which for

any reason is not synchronized to the Omega Core Audit repository of standard statement audits!

If the database statement audit you are trying to drop is bound to one or more Omega Core Audit statement
audits records, you will receive an indicating error. You can still perform the drop if you choose the Force option.
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Management of the database statement auditing is done automatically through the Omega Core Audit Standard
Audit module at rule level. Existence of database orphan statement audits is an indicator of audit activity outside
Omega Core Audit ar an inconsistency of the later.

5.7.2 Database Object Audits

Tovi ew the dat abagisthéd Aplj iecadniemend AwlitsPoliciestab, Oracle Audit Settings group
click on the Objects menu button. The form Object Privileges Audits will open.

&l Object Privilege Audits

Search Options

Owner Dbject Type Object Name

| | J | | [search |
[Dhject Privilege Audits ]
Object Name j Audit Option [~ Force
OMEGACATESTAPPOL  [aUy LUPDATE CCE ACCESS
OMEGACATESTAPPOL  |EMP TAELE DELETE BY ACCESS |BY ACCESS

RecMo =2

Enter the desired options and press the button Search on the right. The result will be listed in the Object
Privileges Audits grid, tab Records.

Note :

You can drop the selected object audit option in the database with the NoAudit button in the tab Details. Ideally
you are not supposed to use this feature, but you can use it only for any possible database orphan object audit,
which for any reason is not synchronizedto the Omega Core Audit repository of standard object audits!

If the database object audit you are trying to drop is bound to one or more Omega Core Audit object audits
records, you will receive an indicating error. You can still perform the drop if you choose the Force option.

Management of the database object auditing is done automatically through the Omega Core Audit Standard Audit
module at rule level! Existence of database orphan object audits is an indicator of audit activity outside Omega
Core Audt or an inconsistency of the later.

To view the databased odzglagedin theaQratcle view, DBA ©BJtAbRT OPT Sirethe

App !l i cmdinimemudAadit Policiestab, Oracle Audit Settings group click on the fObj. Nat i v éutonme nu

The form fObject Privilege Audits - Oracle Classi® will open.
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5.7.3 Standard Audit Unified Trail Map ping

The Oracle database offers no clear connection between its standard audit trails and the audit options you have
set, either for statement or object audits. This is up to version 11g Release 2 and also 12c Release 1 (Traditional
Audit). There is no relationship, either referential integrity or view, from the Oracle view DBA_AUDIT_TRAIL
containing standard audit trail records, to least one of:

1 Standard Statement Audits
I Standard Object Audits

In other words you cannot exactly define what standard audit settings, either statements or objects, caused the
generation of a specific audit trail record.

Omega Core Audit features the mapping of the Unified Audit Trail records of Policy Type Standard Audit, to the
causing Standard Audit Policy[s]. When feature is enabled, the Trail Evaluation field of the Unified Audit Trail will
contain the text formatted information of the policy[s] that caused this trail record, otherwise will be empty.

2

Details on the operation of this feature are explained more indepthninthe Chapt er ASystem Admini

fi D Budit Trails Purgeo .

Standard Audit Options Mapping

The configuration is viewable but non-modifiable to the system user. Inthe Ap pl i c at i o n duwlit Pokciesn
tab, see the Standard Audit Options Map group.

Then you:

1 Press the Audit Actions menu button to open the form fiStandard Audit Actionso. In the upper grid y ou can
see the database audit actions, as they are displayed in the Oracle table AUDIT_ACTIONS in the lower
grid you can view their respective object and statement audit options.

1 Press the Statements menu button to open the form fiStandard Audit SQL Statements and Operationsd. In
the upper grid you can see the database standard statement and privileges audit options, as they are
displayed in the Oracle table STMT_AUDIT_OPTION_MARHN the lower grid you can view their respective
audit actions.

1 Pressthe Objects menu button to open the form fiStandard Audit Schema Object Auditing Operationsd. In
the upper grid you can see the database standard object audit options, as they are indicated in the Oracle
documentation; in the lower grid you can view their r espective audit actions.

1 Press the Privilegesmenu button to open the form Sy st e m P r.iHeré yoe care se® the database
system privileges, as they are displayed in the Oracle table AUDIT_ACTIONS They are not directly
bounded (key/view) to the Audit Actions; however they are used in mapping and also in the user
Security-related functionalities.
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6 CHAPTER 6: Real -Time Protection DDL

6.1 How it works

The RealTime Protection DDL module enforces security compliance and defense on structural changes into the
database (change management). It operates on top of Oracle database event triggers feature and implements a
special software protection layer that supersedes standard user DDL privileges. No users, including privileged
accounts and DBAs, can perform DDL actions on the Secured Areas without complying with the real-time
protection DDL policies.

It is based on the system-level triggeronthe DDLeve nt capability of the Oracl eds
DDL actions are evaluated against real-time protection DDL policies implementing Secured Areas to be audited
and protected. Secured Areas are defined as combinations of owner, object type, object name and DDL event
(action) and represented at policy level. Authorization is mandatory; compliance is achieved if all applying DDL
policies are evaluated to TRUE. Optionally, if the Real-Time Protection Policyd s D e n vy is disabled,ithe DL
action will be rejected in real-time and not allowed to continue.

Optionally, if the Real-Time Protection DDL Policds Si | ent Deny ,shentthei DDIgactiors willdbe s a b |
rejected in real time and not allowed to continue.

Multi-factor user authorization permits logon only on successful combination of user & environment context
values, be those user, host, OS logon and terminal names, IP addresses, client identifier, program used, time and
many more.

Reattime protection DDLt r ai | s pr ov i d eDDd activilyiintoghe systemu A eal-tine protection DDL
trail is generated depending on the settings of the &ev
result TRUE/FALSE. Evaluation of multiple policiesdy a login action generates one single real-time protection DDL

trail record, displayed mapped to all causing policies!

6.2 Real -Time Protection DDL  Guidelines

6.2.1 General Guidelines

In a properly developed environment, DDL (Data definition language) commands should be rare when comparing

with normal actions such a logons and data operation -s el ect i ng, inserting, updati nq
so. Although full DDL audit can be performed, it is advisable even here to narrow the scope of the auditi ng to the

areas of interest.

Create Secured Areasmainly by Object Owner that can also be combined with one or more of Object Name,
Object Type and Action (Event) performed. For example you audit and protect all DDLs for a certain Schema or
foracetain Schema and all objects of type TABLE é and so on.

Use the rules to authorize the Secured Area defined at policy level. Mind the DDL Body option to activate full
object 6s dodypresenaation ibthelfield with the same name in the Unified Audit Trail.

Be aware of the evaluation cost of the Real-Time Protection policies by:

1 Have a limited number of Real-Time Protection DDL, policies, especially when the User Appliance option is All
Users.

Enable the Use Cache option for allpolicies.

Disable the Debug Log option for all policies.

f
f
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6.2.2 Silent Deny RTP DDL Policies

TheRTP DDL $Hlent Deryyndds controls the protective action regarding the compliance of the DDLs being
executed on the Secured Area covered by the policy. The protective action is the rejection o f t h e DDLsetr 6 s
when Silent Deny is enabled, the DDL will be allowed to execute, although policy evaluation and trailing will
continue as configured.

The RTP DD&ilenP@ehyimode & £nabled by default on each new policy. Use the Silent Deny mode for
database DDL behavior discovery (retaining the audit capability), until you establish secured access paths for
DDLs affecting your defined Security Areas through your policies. Mind the database internal actions, like those of
Oracle accounts SYS, SYSTEM, SYSMAN and more, mostly via jobs, and those of application schexs or
interfaces!

Normally the ReatTi me Pr ot ect i &ient Dahy moBeowouldchg dsed only during the time of initial
setup or on emergency. Deactivate this option after you have properly configured RealTime Protection DDL
through your policies, so that unauthorized DDLsare not allowed to continue!

The Silent Deny option is managed for each RTP DDL Policy Silent Deny Checkbox in DDL Policy form.
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6.3 Real - Time Protection DDL Policies

Reattime protecton DDL pol i ci es enforce and for mal i zDOL&t®orsintothe vy c o
database. To vi ew the policies, in the Applicationds main me
Policies. This will open the RealTime Protection DDL Policies form.

22 Real-Time Protection DDL Policies

(=/E3
[searchOptors 00|

Search Dptions
Policy Name Policy Description Dt. Created From Dt. Created To
I[ |[p4-07-2016 - |l24-07-2016 - | Active
|[ReaI—TimE Protection DDL Policies ]
||POIicy Name Policy Description |Active|nudit Option |User i P!RU'E Eval |5i|enl: Deny|Use Eache|Dehug Log|DDL Log|EMD Log [m]
EVL Application DDls | EYL Application DDls v |On Success/Failure All Users Any True v v v v
EVL Security Privileges EVL Security Privileges ¥ | On SuccessiFailure All Users Any True v v v
EVL App. Web DDLs | EVL Application \Web Interface DDLs | W |On Failure All Users All True v v v v
EVL App. SMSDDLs  |EVL Application SMS Interface DOLs v | On Failure All Users All True 0 v v v
Rec Mo =4
| | T =| [«] ]
The following are the properties of the RTP DDLpolicy:
Field Name Field Description
Policy Name Unique Name of the policy within the module.
Policy Description Description of the policy.
Active Policy Active or Inactive.
Audit Options Policy evaluation effect on real-time protection DDL trail record. Available options:

Disabledi No RTRDDL Trail record is created.
On Failurei A RTRDDL Trail record is created on a FALSE Policy.
On Success and Failurei A RTRDDL Trail record is always created.

User Appliance Policy appliance regarding database users.Available options:

All Usersi Policy is applied to all users.

Users Applyi Policy is applied only to users in the Users Apply List
Users Excludei Policy is not applied to users in the Users Exclude List.

Rule Evaluation Policybs evaluation mode regarding rul es.
Any True i Policy is True when at least one rule is evaluated True.

All True T Policy is True if all rules are evaluated True.

Formulai User defined logical formula built on rules.

Formula Text of the policyés logical formula buil

Silent Deny Action rejected or silent when not authorized (Policy evaluates FALSE). Available options:
Checkedi Silentmode i s enabl ed, userb6s action 1is
value in policy creation.
Uncheckedi non-Si | ent mode, userb6s action is rej
authorization is raised.

Use Cache Use of Policy Cacheon evaluation. Available options:

Checkedi Cache is enabled for policy, recommended value and default on create.
Uncheckedi Cache is not enabled for policy, non-recommended value.

Debug Log A Debug Log is created when policy is evaluated Available options:

Checkedi Debug log is enabled for policy, non-recommended value.

Unchecked i Debug log is not enabled for policy, recommended value and default on
create.
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DDL Log Stores the source of the object (DDL body) before modification into the RTP-DDL Trail
record.

CMDLog Storesthe DDL 6 s S Q Lintdthe IRTRDDIe Txail record.

Enter the desired options and press the button Search on the right. The result will be listed in the Real -Time
Protection DDL Policies grid. Press the Refresh button to refresh them.

6.3.1 Real-Time Protection DDL Polic y Secured Area

Each real-time protection DDL policy defines its own Secured Area. It is displayed into the Real-Time Protection
DDL Policy form, Secured Area grid. The Secured Area is defined as a logical combination of least one (or more)
of the four Area Factors whose values are evaluated with eight different operators. During a DDL event, when the

2

policy is iterated, if t he user 6s DDL a ctdd&ecurdd Arded, then ithae golicy is evaluated fat e f i n

compliance. Otherwise the policy will be skipped and not evaluated.
The four Area Factors are:
ObjectOwner -Secured areads object owner.

Object Type Secured areabRoregdmplect type.
TABLE,FUNCTION, INDEX, PROCEDURBACKAGEPACKAGBB ODY, TRI GGERE
See the Omega Core Audit V_SYS_OBJ_TYPHEew.

Object Name Secured areabds object name.

Action(Eventy Secur ed ar eads DDheofthefollowing: (event) .
ALTER, ANALYZE, ASSOCIATE STATIES, AUDIT, COMMENT, CREATE,
DISASSOCIATE STATISTICS, DROP, FLASHBACK, GRANT, NOAUDIT,
PURGE, RENAME, REVOKE, TRUNCATE, UNDROP

The Secured Area is created together with the policy. See the Add RealTime Protection DDL Policy form, Secured
Area group.

Note:

The Diesis # character is internally used by Omega Core Audit as the value separator in the case of IN and NOT
IN operands! Use only the Diesis # character to separate values and do not use it as part of any value. Do not
use Diesis # in the end as it will generate an empty value.

6.3.2 Adding a new Real-Time Protection DDL Policy

To create a new real-time protection DDL policy, in the form RealTime Protection DDL Policies RealTime
Protection DDL Policiesgrid, press the button Add on the right. The form Add RealTime Protection DDL Policy will
open.
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& Add Real-Time Protection DDL Policy

Add Real-Time Protection DDL Policy

Policy Name [EvL App. ATM DDLs |

Add
Policy Description (EvL Application ATM Interface DDLs
|Secured Area |
Area Factor Operator Code Operand
[v Object Owner |= - ||DMEGAEATE5TAPPI]1 | viu
[ Object Type | = || | v U
[~ Object Name | = || | v U
[~ Action {Event) | = || | v U

Audit Option |l:ln Success,/Failure LI User Appliance  [PITITEIN RN ~

Rule Evaluation  [any True ~| [~ DDLLog |v CMD Log

Choose at least one of the four options of the SecuredArea. The #fAUO checkboxes stand
values.

Set the required fields and press the button Add.

You will receive a confirmation, or the error message when failure. The new policy will be created with an Inactive
status. You can change that later, after adding the rules.

6.3.3 Opening/modifying  a Real-Time Protection DDL  Policy

To open a real-time protection DDL policy in full details for viewing and modification, select a policy record in the
form RealTime Protection DDL Policies RealTime Protection DDL Policies grid and press the button Open on the
right. The form RealTime Protection DDL Policy will open.

& Real-Time Protection DDL Policy

Real-Time Protection DDL Policy

Policy Name |E\|'L Application DDIs |
) o Save
Policy Description [EyL Application DDIs

[Secured Area | Iv Silent Deny
[Refresh][ Add ][ Open ] [ Delete ] Audit Option
|Area Factor|l:lpr. l:ode|l:lperand | User Appliance
CObject Cwner = COMEGACATESTAPPOL Rule Evaluation
Formula
| | [Furmula]

[+ DDLLog [v CMD Log [v¥ Use Cache [ Debuglog

|Po|icy Rules |
|Rule Code |Rule Name Rule Description ‘ Active |Cund. Eval. ‘Dt. Created |User Crea
0000001 Developer 01 DOL Developer 01 DOL 0 All True 14-07-2016 21:32:15 5Y5 -
0000002 Developer 02 DOL Developer 02 DOL " All True 14-07-2016 21:32:15 |5Y5 m

Rec ho=2
| ] il [« | [

DE. Upd. [17-07-2016 13:30:18| User Upd. [OMEGACAADM | Dt. Created [14-07-2016 21:32:15 | User Createdfsys |

To update any policy changes press the button Save. You will receive a confirmation, or the error message when
failure.
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In the left part of the form you will see the Secure Area. Press the Refresh and Delete respective buttons to
refresh data and delete the selected Area Factor. Press the Add and Open buttons to open respective forms for

adding and modifying Area Factors. The fiU0O checkboxes stand for uppercase

Press the button Del. Cache to manually clear the real-time protection DDL cache for this policy. Press the button
Formula to open the polHressytliiesuttbnoUsarsutd apen ¢hd usercappliafice/exciusion
form.

6.3.4 Deletinga Real-Time Protection DDL  Policy

To delete a real-time protection DDL policy, select a policy record in the form RealTime Protection DDL Policies,
RealTime Protection DDL Policies grid and press the button Delete on the right. If the delete dialog box is
confirmed, the selected policy will be deleted together with its cache, rules, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure.

6.3.5 Copying a Real-Time Protection DDL  Policy

To copy a real-time protection DDL policy, select a policy record in the form RealTime Protection DDL Policies,
RealTime Protection DDL Policies grid and press the button Copy on the right. The form Copy RealTime
Protection DDL Policy will open.

& Copy Real-Time Protection DDL Policy

Copy Real-Time Protection DDL Policy

Policy Name |E\\'L Application DDIs |
Copy
Policy Description E¥L Application DDIs

Mew Policy Name EVL App. ATM DDLs]| |

Mew Policy Description EYL Application ATM Interface DDLs

Set the required fields and press the button Copy.
You will receive a confirmation, or the error message when failure. The new policy will be created with its rules,
conditions, [not] IN lists as the original policy and with an Inactive status.

6.3.6 Real-Time Protection DDL  Policy Status

To change a real-time protection DDL policy status, select a policy record in the form RealTime Protection DDL
Policies, RealTime Protection DDL Policies grid and press the button Status below on the right. If the change

status dialog box is confirmed, the current policy status will be reversed from its current setting. Policy must have

at least one active rule for its status to be set as Active. | f the policy Audit Option is other then All Users,
respective Apply and Exclude lists must have at least one entry.
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6.4 Real - Time Protection DDL Rules

Reattime protection DDL Rules are defined under policies. To view the real-time protection DDL rules for the
selected policy open the form Real-Time Protection DDL Policy. The rules bounded to the policy will be listed in
the Policy Rules grid.

The following are the properties of the RTP DDLrule:

de

Field Name Field Description

Rule Code Unique auto-generated code of the rule within the module.
Rule Name Name of the rule.

Rule Description Description of the rule.

Active Rule status, Active or Inactive.

Condition Evaluation | Rule evaluation mode regarding conditions. Available options:

Any True i Ruleis True when at least one condition is evaluated True.
All True i Ruleis True if all conditions are evaluated True.

Formulai User defined logical formula built on rules.

Formula Textofthe rulebs | ogi cal fconditomsl a bui |l t on

Press the Refresh button to refresh them.

6.4.1 Adding anew Real-Time Protection DDL Rule

To create a new real-time protection DDL rule for the selected policy, in the form RealTime Protection DDL
Policy, Policy Rules grid, press the button Add on the right. The form Add RealTime Protection DDL Rule will
open.

2 Add Real-Time Protection DDL Rule

Add Real-Time Protection DDL Rule

Policy Name |E||I'L Application DDIs |

Add

Rule Name |Develnper 03 DDL |

Rule Description  [Developer 03 DDL

Cond. Evaluation -

Set the required fields and press the button Add.
You will receive a confirmation, or the error message when failure. The new rule will be created with an Inactive
status. You can change that later, after adding the conditions.

6.4.2 Opening/modifying a Real - Time Protection DDL  Rule

To open a real-time protection DDL rule in full details for viewing and modification, select a rule record in the
Real Time Protection DDL Policy Policy Rules grid and press the button Open on the right. The form RealTime
Protection DDL Rule will open.
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To update any rule changes press the button Save. You will receive a confirmation, or the error message when
failure.

Press the button Formula to opentheruleds f or mul a edi tor form based on condi

6.4.3 Deletinga Real-Time Protection DDL Rule

To delete a real-time protection DDL rule, select a rule record in the form RealTime Protection DDL Policy, Policy
Rules grid and press the button Delete on the right. If the delete dialog box is confirmed, the selected rule will be
deleted together with its policy cache, conditions and [not] IN lists.

You will receive a confirmation, or the error message when failure .

6.4.4 Real-Time Protection DDL Rule Status

To change a real-time protection DDL rule status, select a rule record in the form RealTime Protection DDL
Policy, Policy Rules grid and press the button Status below on the right. If the change status dialog box is
confirmed, the current rule status will be reversed from its current setting. Rule must have at least one active
condition for its status to be set as Active.
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